Manage and Protect
the Microsoft Cloud Platform

5NIN
SOf (ARE

Getting Started Guide

5nine Manager

Version 9.3

December 2016



Table of Contents

SUMMARY et e e e e e e e e s s e e s e e s e e e s e e e e e e e e e e e e e e e aeaaasaaaaaaaaaaaaasaaaaasasassaasasasesaeasesesesenneenns 7
S L] Lo (U1 =T g T=T ) K T T P TP T TP 9
1o 13 1 - 1A Te] o H PRSP TP PO PUPOUPRUPRRINt 11
LaUNChING S5NINE IMANAEEN .. .iiiiiiiieeececiieee ettt e e ettt e e e et e e e e tte e e e sate e e e e ataeee e ssaeeeeassseeesssaseesansseeesnnseeennn 17
SINGIE INSTANCE TAUNCR ...ttt 17
MURtIPlE INSTANCES TAUNCR ...ttt nees 17
(OIS o) a0 1741 g Y=o ] o] [=Tot dh 4 ¢ TIPSR 18
ODJECE TYPES. ...ttt bbb 18
AddING ODJECES t0 ThE trEE ... 18
Moving objects to aNOther dataCENTEN ... eees 21
EAITING ODJECES oottt 22
REMOVING ODJECES....cooei ettt sttt 22
REFIESNING ODJECE TrOE ..ottt 22
DT 3] oTo - o OO OSSP TP UPRRUPROPRRPON 23
DATACENTEN ...ttt aen 23
ClUSTON ettt sttt 24
HOST oottt bR 25
ViIrtUL MACKIINE .ottt sttt snes 26
(0] 4] 1 To] o LT PP TTTTRP 28
GUEST CONSOIE.......eeti sttt bbbt 28
E-Mail NOLIfICAtIONS ..ottt nnen 29
OPLIMIZEN & MONITOT ...ttt 30
CAPACITY PLANNING ..ottt sttt st s s sans 34
TEMPIALES BU SYSPIEP coeuveriereeeirriisissesesess sttt st ssss s s s st sss st s st sn st ssensaes 35
Task 10g reteNtioN PEIHO. ...t sss st s st ss st st sssssaes 38
RESEL CNECKIDOXES ...ttt sttt sttt 38
L Y7 o T=T VY =] ] =4SN 40
Creating @ NeW Virtual MAChiNG ........oei i e e et e e e rtee e e enrae e e e eareeas 44

5 N I N E © 2009-2016 5nine Software, Inc. All rights reserved.

SOFTWARE Security & Management Solutions for Hyper-V and Windows Server




Creating @ NewW Virtual hard disSK ........cooveuiiii i e e e e 57
Editing VIirtUal Nard disK ........eeeiiiiiiiiiiee e e e st e e s re e e e nanreeeeas 61
Operations With VIrtual MacChinesS.........cccuiiiiiiii e e e s e etee e e e erae e e e earaeas 67
VIBW SEETLINGS oottt st s s ssenses 67
StANAAIA OPEIATIONS ...ttt s bbbt 69
Adding and removing VM tO/from ClUSEEN ... 72
Configure VIM NETWOIK SETLINGS ...ttt sssss st st seses 72
IMIPOIT VIM ettt sttt s bbbttt 74
EXPOIT VMt s s bt bttt 75
CIONE VM .ottt s bbb bbb 76
VM IMIGEATION ...ttt st ss s s 77
VM migration USING MOVE WIZard .........eeiieuiiieecciiee ettt ectee e e etee e e e stae e e e saaae e e enaaeeesnsaeeaens 77
Live and qQUICK VM MIGIatioN ...ttt sss sttt ssss s s ssssssssssssssssssnses 81
ChangiNg VM SEETHINGS ...ttt ettt ss s ss bbb 82
Converting VM t0 tEMPIate OF SYSPIEP .ttt sssssssssss s sssesssesans 98
o]l ol T e T =T F- Y o < R 100
Operations With HYPEr-V HOSES........uuiiiiiiiiee ettt ettt et e e e tte e e e tte e e e e bte e e s ebeeeeeentaeeeennes 102
20T o] [ Tor= 4 To) o PP 104
Virtual machine replication SETHINGS........cocovvrinrineeese et ssnees 109
FAIlOVEI TCP/IP SEELINGS ..ecuveeitieeiiieeeteeeete e et e ettt e eiteeeeteeeetteeeeteeesareeebaeeeseeeeteseesseesnseeeaseeesseeenes 109
B O =11 LoV Y=Y o T g V=L SR 110

20T o] [Tor: 1A oY ATy = i ATV 111
NETWOIrK CONFIGUIATION . ..iiiiiiie e e st e e e s be e e e s abe e e e snbaeeeennbaeeeeareeas 113
VITEUL SWITCRES .ottt e 113
NETWOTK CONNECLIONS ..ottt st 115
PRYSICAl AQ@PTETS.......corieeeiecicriecitieie et 115
(0] 1111 0172=] T T T T T T T T T P PP U PP P PP PP 115
Setting Up dyNamic OPLIMIZAtION ...ttt ss s 116
Changing host dynamic optimization SETHINGS ... sssssas 121
Changing general dynamic optimization SETHINGS ..o 121

5 N I N E © 2009-2016 5nine Software, Inc. All rights reserved.

SOFTWARE Security & Management Solutions for Hyper-V and Windows Server




Setting up dynamic OPtiMIZAtioN FUIES ...t 122
2o e{ e U aTe loT o LT =N o] o [PPSR 124
SUPPOIT INFOIMATION Loeiieiiiiec e et e e e et e e e e bt e e e e ebteeeeebteeessaseeeeseseneenannes 125
Little disk Space NOTIfICAtION ......ccuuiiiieiie e e et e e et e e e be e e e e eareeas 126
Enable REMOtE ManagemeENTt .......uiiiiiiiiecciiee ettt e st e e e s e e e st e e e e s nbee e e snbeeesenareeas 127
ST o o = Yot u {ol Y Vg =1 AV T 128
L V71T AV o =L S 129
1] T PP 130

VM EEMIPIALES ...ttt 130

VITEUAL QISKS. oottt bbb bbbt 131

ISO IMAGES ..ottt bbb s 132
61 Y = 11 LN P T =T PP 133
Working with transfer virtual disk. Copying files between VMs or between VM and host ............... 135
[N ATiON SEIVICES it i iiiiiiieeeee ettt ettt e e s e s sttt e e e e e e s sssaaabtaaeeeesssaassbtaaeeessssssssssaeeeeessnsnnssnnes 137
Yo T 1o TP P RPN 138

HOST .ottt et 138

VIrTUAI MACRINE .ottt bt 140
CaPACIEY PlANNING ettt b e st e st e bt b e bt e s bt e sheesab e e beenbeesbeesaeenas 142

THE @PPIOACK oottt 142

DIASNDOAIT.......oueiii bbb 143
SN R =] I = | (U = Lo o SRR 144

System Status Report can be generated only on the host level...........onnnenenenn. 144
(@ (UL A=Y o) o 1T =Y d o o [PPSR 147

CrEATE ClUSTEN .ot bbb e 147

ValIAATE CIUSTON oottt e 151

Cluster MaINtENANCE MOAE.......iieeeeireeie ettt sttt ss s 152
ANTIVIFUS (it e e s b e e s b b e s a e s a e e a e e s a s e s b e e 153
Integration With Other ProdUCES .........ueii i e e e e e e e e e e e e e e annnes 154

5 N I N E © 2009-2016 5nine Software, Inc. All rights reserved.

SOFTWARE Security & Management Solutions for Hyper-V and Windows Server




o<1 1 [ o= ST PP P PP PUPPPPPPTPURRPORE 158
LiCENSE INSTAATION ...ttt bbbt aean 159
LICENSE TEMOVAL.c..oeeeieeet ettt sttt bbbt bbbt s aean 160

0T [UToi A UTo Lo F- | =L PSP UR 161

oo 0Tt AR §] o] o Yo o SR 162

5NINE MANAGEN |0G fIllES...uuiiiiiiiiee e et e e e et te e e s ebte e e s s baeeeeebteeeeeraeeeeannes 163

LT 1] = L SRR USURRRt 164

LY=o 10 ol <Pt 165

5 NINE  ©2009-2016 5nine Software, Inc. Al rights reserved.

SOFTWARE Security & Management Solutions for Hyper-V and Windows Server




© 2016 5nine Software.
All rights reserved. All trademarks are the property of their respective owners.

No part of this publication may be reproduced, transmitted, transcribed, stored in a retrieval system,
or translated into any language in any form by any means, without written permission from 5nine
Software Inc (5nine). The information contained in this document represents the current view of
5nine on the issue discussed as of the date of publication and is subject to change without notice.
5nine shall not be liable for technical or editorial errors or omissions contained herein. 5nine makes
no warranties, express or implied, in this document. 5nine may have patents, patent applications,
trademark, copyright, or other intellectual property rights covering the subject matter of this
document. All other trademarks mentioned herein are the property of their respective owners.
Except as expressly provided in any written license agreement from 5nine, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other
intellectual property.

Important! Please read the End User Software License Agreement before using the accompanying
software program(s). Using any part of the software indicates that you accept the terms of the End
User Software License Agreement.

5 N I N E © 2009-2016 5nine Software, Inc. All rights reserved.

SOFTWARE Security & Management Solutions for Hyper-V and Windows Server




SUMMARY

5nine Manager is a virtual infrastructure management tool, joining standard Hyper-V manager
functions and virtual network management tools. 5nine Manager for provides an easy-to-use
graphical interface for all editions of Hyper-V. It installs easily on the full and core versions of
Windows Server 2008 R2 SP1, Windows Server 2016/2012 R2/2012 and Hyper-V Server
2016/2012/2008 R2 SP1. 5nine Manager is the only Hyper-V management tool that installs directly
on a Windows Server Core or a Free Hyper-V Server.

5nine Manager has its own file manager with the ability to copy files between VMs, and between a
VM and host. The ease of transfer allows easy operating on OS without GUI and file explorer. This
feature is an added value compared to the standard MS Hyper-V manager, which will not allow
these operations.

5nine Manager performs ALL functions of Hyper-V Management, including:
. Removing and editing virtual machines, virtual networks, and virtual disks.

. Supporting Generation 2 virtual machines creation (applies for hosts with Windows
Server 2012 R2).

° Viewing resource allocation and utilization of virtual machines.
. Full virtual machine checkpoint management.
. Shared nothing live migration.

° VM Replication.

Additionally, 5nine Manager has the following features that are absent in the standard MS Hyper-V
management tool:

. Own graphical user-friendly interface — file manager with built-in transfer virtual hard
drive with a capacity up to 127 Gb for exploring files and network shares, even on
Windows Core and Free Hyper-V.

. Dashboard providing summarized data view for managed objects.

. Quality of Service management — setting of minimum and maximum Input Output
operations per second (IOPS) throttling for the virtual hard disk attached to a virtual
machine (applies for hosts with Windows Server 2012 R2).

. Ability to change VM IPv4 network settings without accessing guest OS.

. System Status Report presented in the intuitive graphical form.
. Cluster support, live and quick VM migration.
. Hyper-V monitoring feature provides graphical view of performance indicators on host

(with history) and VM levels.

. Optimizer feature provides dynamic load balancing between Hyper-V hosts.

° Capacity planning feature designed to track and timely alert the user about problems
with the performance and capacity of virtual Hyper-V infrastructure and provide the
forecast.
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. E-mail notifications about various Hyper-V events.

. Template/Sysprep feature that allows converting virtual machines to templates or
sysprep hard virtual disks.

° Best practice analyzer.
o Hyper-V logs viewer.
. Library to store VM templates, virtual hard disks and I1SO images.

5 NINE  ©2009-2016 5nine Software, Inc. Al rights reserved.

SOFTWARE Security & Management Solutions for Hyper-V and Windows Server




System requirements

Supported Operating Systems:

) Windows Server

Windows Server 2016

Windows Nano Server (Remotely Managed)
Windows Server 2016 Core

Windows Server 2012 R2

Windows Server 2012 R2 Core

Windows Server 2012

Windows Server 2012 Core

Windows Server 2008 R2 SP1

Windows Server 2008 R2 SP1 Core

VVVVYVYVVYVYYVY

° Microsoft Hyper-V Server

Microsoft Hyper-V Server 2016
Microsoft Hyper-V Server 2012 R2
Microsoft Hyper-V Server 2012
Microsoft Hyper-V Server 2008 R2 SP1
Windows 8.1 with Hyper-V role enabled
Windows 8 with Hyper-V role enabled

° Windows

VVVYVYVYVYYVY

»  Windows 10 with Hyper-V role enabled
»  Windows 8.x with Hyper-V role enabled

Software Prerequisites:
e .NET Framework 4.5 or higher.

e MS SQL Server (in the case SQL server is used instead of local SQLite database to store

monitoring data).

Service accounts — permissions:

e WMI access. Full access to the namespace Hyper-V WMI provider (V2)
(ROOT\virtualization\v2) is required.

SQL database or file access (read/write) —only if external SQL server and Windows
authentication are used.

Storage folder full access (VM configuration files, 1SO, VHD, templates).

Allow to control Hyper-V. In most cases this requirement is covered since local
administrator’s privileges requirement is already met.

Host Service user should have local administrator’s privileges. This requirement is usually

met when the user is a member of local administrators group on the Hyper-V host or
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Administrators group in Active directory in the case of domain environment.
e If a host or a cluster is managed remotely, there should also be an account with similar
permissions specified in authentication settings for the managed object (or in settings for

parent datacenter object). Please refer to the ‘Customizing object tree’ section below.

Other requirements:

Managed Hyper-V hosts and remote management machine/host (if applicable) must be trusted for
Kerberos Constrained Delegation (trust to any service is preferable option; trust to “cifs” and
Microsoft Virtual System Migration services are minimal requirements) and must be specified in the
access list for the storage folder with full access (VM configuration files, 1ISO, VHD, templates).
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Installation

To install 5nine Manager, run the 59Manager.exe application from the downloaded 5nine Manager
archive:

I A L Application Tools 59manager [- [o ]
m Home Share View Manage p O
- / [ Y @™
Cut =~ i LERg Select all
=) D ol e Moveto~ X Delete ~ = ) B selecta
= W= Copy path ; G b S Select none
Copy Paste vy = New Properties
a] Paste shortcut 5 Copyto ) Recame folder v DD Invert selection
(—' L { » ThisPC » Local Disk (C:) » 59manager v ¢ J [ Search 59manager pe)
% Favorites Name Date modified Type Size
(&) 59Manager.exe 6/21/20145:26PM  Application 14,376 KB
1M This PC || licensetxt

9/2014 6:28 AM Text Document

1KB

The 5nine Manager Setup wizard will appear:

5]

Snine Manager Setup EE

Welcome to the 5nine Manager Setup
Wizard

The Setup Wizard will install Snine Manager on your

computer. Click Next to continue or Cancel to exit the Setup
Wizard.

m
\

ack Next I | Cancel

5NINE
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Click Next. The 5nine Software End User License Agreement will appear. Accept it and click Next:

e Snine Manager Setup [= o S|

End-User License Agreement @

Please read the following license agreement carefully

Snine Software Inc. ~

End User License Agreement (EULA)

IMPORTANT: This software end user license agreement (“EULA") is
a legal agreement between you and 5nine Software Inc. Please
read it carefully before completing the installation process and

ncina tha Cafhwara It nravidac a licanca tn 1ica tha Snfhwara and

[W]1 accept the terms in the License Agreement

] Print ] | Back ” Next l [ Cancel

Select the license .txt file and click Next:

5 Snine Manager Setup EET

Custom Setup

Please put in the license file you have received in the e-mail:

IC:\/:Iistr\Iicense.b(t

Back ” Next | | Cancel
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Select the folder for 5nine Manager:

e Snine Manager Setup [=To [

Destination Folder
Click Next to install to the default folder or dick Change to choose another. @

Install Snine Manager to:

IC:\Program Files\5nine\5nine Manager for Hyper-V\

[] Automatically run Snine Manager when system starts
[W] Launch application after installation
Create shortcut in program menu

Create shortcut on desktop

[ Back ” Next l [ Cancel I

Set the following program behavior options (select or deselect depending on your preferences):
e Automatically run 5nine Manager when system starts;
e Launch application after installation;
e Create shortcut in program menu;

e Create shortcut on desktop.
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Select the data source to store the 5nine_monitor database:

i Snine Manager Setup [= o |

Custom Setup

Preferred database for monitoring data:

O Local SQLite database
Local database is preferable if the volume of monitoring data is not significant: number

of hosts is not more than 2, number of VMs is less than 20, historical performance
monitoring data older than 7 days is not needed.

(® MS SQL

MS SQL database is recommended with bigger Hyper-V environments and in case when
historical data older than 7 days is needed.

| Back ” Next I I Cancel |

e Local SQLite database — this is a locally stored small sqlite file — non-configurable database.
This option does not require having any pre-installed SQL instance in your environment and
is the right choice for low-demanding monitoring data — not more than 2 Hyper-V hosts with
totally less than 20 virtual machines and keeping monitoring history not longer than 7 days.

e MS SQL —this option requires having pre-installed MS SQL instance — either MSSQL server or
SQLEXPRESS, and is the proper choice for larger environments and high demands of keeping
monitoring history.

Note. These options are not configurable after installation of 5nine Manager. Please, do the right
choice at once. Otherwise, you will need to re-install the application to set another type of data
source.
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In the case you have chosen “MS SQL” data source option at the previous step, the following settings
will be requested at the next step:

i Snine Manager Setup [= o |

Custom Setup
Database Server: [ sgsRVI\SQLEXPRESS v |
(® Windows authentication
() SQL authentication

Name fsa

Password : |

| Bak || MNext | | Ccancel

Select database server and set authentication method:

Windows Authentication —can be set if the user that has been set at the previous step is
granted the necessary permissions on the selected SQL Server;

SQL authentication — use specific SQL Server account (sa) that is set during SQL Server setup

and enter its password.
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Confirm installation:

1 Snine Manager Setup [= o [

Ready to install 5nine Manager

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

I Back “ Install I | Cancel

When installation is complete, click Finish:

1 Snine Manager Setup [= T o e

Completed the 5nine Manager Setup
Wizard

Click the Finish button to exit the Setup Wizard.

The installation is complete.
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5nine Manager

Launching 5nine Manager

Single instance launch

To start single instance of 5nine Manager use its shortcuts on the computer(s) where it is installed.
The common single instance will be launched:

o) Snine Manager lLli-
File Edit View Help
®- ® &3 50 51 2l | &1 & |[E] | Summay |HyperV Manager | Vitual Network Manager | Optimizer | Monitor | Capacity Planning | System Status Report | Best Practices Analyzer | Hyper-V Logs | Library | Antivinus |
=424 Snine Manager General Detailed
=-Ef DEV-Cluster.dev local
=-H NODE1 Erdpery o Fropesty Mo VMs Health
X s Host FQDN NODE1.devlocal BIOS Verson 092309 - 20090923
G} SNine-Service
E‘ Snine WAP Up-Time 01.01:29:49 Domain dev local
l,_" DEV-DCT Cluster DEV-Cluster.dev Jocal Domain role MemberServer
'ij test] Operating system  Microsoft Windows Server 2012 R2 Stan... Manufacturer Supermicro
B test2 Server CPUs 2 (Logical 16) Model XeDTT
N
B} test Total RAM 49143 MB Systemtype  xB4based PC
5 vm1 Available RAM 25306 MB
G} vM2-clone Healthy:
Healthy: 5]
G} vMs
5} vuT1
53 VT3 Disks Additional
G} Windows2012R2 N e )
] windows2012:2-4 e 62”;;? T Hypenvisorpresent:  Tue
=Bl NODE2 e P Addresses: 169.254.1.95, 108.60.145.209,
G} 5hine-SCVMM
53 20036 Is VM: False
E" Cloud-Cruiser Is part of domain: True
J DEV-DC2
5} vm2 Latest alarms [H 2 |(6‘ mme
53 vm3
G} vm31 Status Time Source Host Info Repeatcount | A
53 vms ! Waming  6/16/20163:35:51 PM VM ‘SNine-Service' NODE1  Memory: 2676 MB - counter exceeded user defined threshold of 1024 MB
g} ME L Waming  6/16/20163:35:51PM VM VM5’ NODE1  Memory: 1112 MB - counter exceeded user defined threshold of 1024 MB
g m 'T 5 £ Waming  6/16/20163:35:51PM VM 'DEV-DCT' NODE1  Network: 1288 kbps - counter exceeded user defined threshold of 1024,
& i £ Waming  6/16/20163:35:51PM VM 'DEV-DCT' NODE1  Memory: 1172 MB - counter exceeded user defined threshold of 1024 MB
B We;’_ S © Eror 6/16/2016 33551 PM VM 'Snine-WAP" NODE1  Network: 3808978 kbps - counter exceeded user defined threshold of 2.
59 websrv17759 © Eror 6/16/2016 3:35:51 PM VM Snine-WAP' NODE1  Memory: 8132 MB - counter exceeded user defined threshold of 4096 MB
£ win2kxE6 © Eror 6/16/2016 33551 PM_ NODE1 NODE1  Network: 13389 kbps - counter exceeded user defined threshold of 204... v
5
Warning! Little disk space left. Click to view message 0 task(s) running (total 5) (Click to show/hide) .:

Multiple instances launch

Launching multiple instances of 5nine Manager allows splitting up the program into independent
parts (instances); each of those will operate its own list of Hyper-V hosts and will have its own
database. Maximum recommended number of hosts in 5nine Manager single console is 15-20
depending on the number of VMs per host. In case of greater amount of Hyper-V hosts, it is
recommended to use several instances and distribute Hyper-V hosts between them.

To launch each new instance, open command prompt and change the current folder to: C:\program
files\5nine\5nine Manager\ and then use the following command:

5nine.Manager.exe /instance:<instance name>
where <instance name> is any name you should choose to identify the instance.

The console will be launched the same way as for single instance, but it will have its own list of
Hyper-V hosts (empty at the first time) and the instance name will be displayed in the header.

The data for each instance will be kept at the following location on the server running 5nine
Manager:

C:\ProgramData\5nine\5nine Manager for Hyper-V\<instance name>
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Customizing object tree

After installation, all VMs based on the local host will be added to the object tree under the 5nine
Manager datacenter, created by default.

=388 Snine Manager

=[5 NODE2devlocal
-] Bnine-MVA
--IG} 5Nine-SCVMM
u?,‘ 5Nine-Service
-G} 200386
u?,' Cloud-Cruiser
-5 DEV-DC2

-G} VM2
-G} VM3
-I03 VM3-1

-G} VM-T2
-G win22x86

-G} Win10-2

UT,‘ Windows2012R2
-G windows2012r2-16
@ Windows2012r2-16-1

Additional objects can be added to the object tree, as described below.

Object types

The following objects are presented from the 5nine Manager point of view:

e DataCenter. This object needs to be added before any other objects. DataCenter is a formal
aggregating entity that is used for the purpose of joining the other objects as its subsidiaries.

e C(Cluster. The cluster object represents multiple servers (nodes) joined in a cluster. It shows all
VMs hosted on the cluster nodes. Locally created VMs on the nodes are not shown here.

e Host. Host object represents a single server and shows all VMs on it.

Adding objects to the tree

To add a new object to 5nine Manager tree, use the main panel menu commands (or Edit - Add
Object menu commands):

@0 ®®
- ==  Add DataCenter /
Bl Add Cluster
= Add Host
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Use Add DataCenter menu command to add the new data center to the object tree:

Add DataCenter -
Name: [5NINEDEMO |
Authentication:  ~ Use default credentials

' (5NINEDEMO\5nine)

(® Specify custom credentials

Domain\User: - [SNINEDEMO\Administrator |

Password:

i0K [l Cancel |

Enter the following parameters:

e The name of new data center;
. Authentication type — either use default credentials or specify them manually.

Staying on the DataCenter entity, use the Add Cluster and/or Add Host menu commands to add the
new cluster or host to the object tree accordingly:

Add Cluster -

Address: | DEV-Cluster.dev local J

Authentication: = Use default credentials
=~ (DEV\5nine)

() Specify custom credentials

QK | I Cancel

Enter the parameters for new cluster and host:

e Type the address. You may use host name, FQDN or IP address. You can use auto search for
convenience — click the Discovery button and then click one of available discovery options:

» Active Directory — to search for available hosts or clusters using AD discovery;

» IP Band — to search for available hosts or clusters using IP discovery. Set IP discovery
parameters in the following dialog box:
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IP Discovery settings -

® |Prange

Start IP address: 1000, 0 .80

Finish IP address: | 10 . 0 . 0 .255|
(O Subnet mask and IP address
10.0.0.0
255 . 255255 0

s

Select either IP range or Subnet mask and IP address as search options, specify necessary values and
click the Start button to begin the search.

When the search is done, mark hosts or clusters, which you need to add to the object tree and click

OK:
Select clusters [= [ o e

Select objects:

Name Operating System

5 [OEV Chtr vl Vidows 201252

Ok || Cancel

° Authentication type — either use default credentials or specify them manually.
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The new added objects will appear in the tree on the left:
;-;--SSS Snine Manager

=[] node1(NODE1.devlocal

-G} Snine-WAP

-5 DEV-DC1

-G} VM1
-G} VM-T1

-G} Win10
----- L] Win10-1

-G windows2012r2-4
-E NODE2 dev local

----- L] 5nine-MVA

-G} 5Nine-SCVMM
@ 5Nine-Service
-G} 200286

@ Cloud-Cruiser
-5 DEV-DC2

-1 SCOM

-G} VM2
-G} VM3
-G8 VM3-1

-G} VM-T2
-G win2k3x86

-G} Win10-2
--ICJ Win2012R2
-[G} Windows2012R2
-G @ windows2012r2-16
-G Windows2012r2-16-1
=388 DEVCLUSTER

-Ef DEV-Cluster.dev Jocal

Moving objects to another datacenter

A host or a cluster can be moved from one datacenter to another. To move a host or a cluster right
click on it and choose Move. Then select data center and press Ok:

Select destination Datacenter [x]

Select Datacerter: | SNINEDEMO v
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The selected object will be moved to the new datacenter:

#1-Efg demo-cluster.5nine Jocal
=Bl DEMO-NODE1 (DEMO-NODE1 5nine local)
..[5} 5Nine-SCVMM
.5 5Nine-Service
.5} DEMO-DC1
-0} Win2012
..[G} Windows2012-5
=388 NODES
+-- | DEMO-NODE2 (DEMO-NODE2 5nine local)
-l DEMO-NODE3 (DEMO-NODES3 5nine local)

=328 5NINEDEMO
:

Editing objects

To edit any object in the 5nine Manager tree, select the necessary object and click the (Edit)
button on the main panel menu or use Edit < Edit Object menu command. Then enter the new
parameters for selected object in the following dialog and click OK:

Edit ]

Address: lNODEZ.dev local |
Authentication:  ~ Use default credentials
" (DEV\5nine)

(® Specify custom credentials

Domain\User: ‘ DEV\Bnine I

Password:

Jeaannian |

| 0K || Cancel [

Removing objects

To remove any object from the 5nine Manager tree, select the necessary object and click the ®
(Delete) button on the main panel menu or use Edit > Remove Object menu command. Then click
OK on the system warning message.

Attention! Removing the grouping entity (DataCenter) automatically removes all its subsidiaries.

Refreshing object tree

To refresh the object tree or change its view use the View menu commands:
e View - Tree View to get the spanning tree object view;
e View - List View to get the list object view;

Ty
e View - Refresh (or "2 putton on the main panel menu) to refresh the object tree.
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Dashboard

Dashboard shows summarized data for each object type — datacenter, cluster and host in the
Summary tab of 5nine Manager main window.

Datacenter

Summary l Hyper-V Manager l Optimizer l Capacity Planning ] Library l Antivirus \

Hosts Health VMs Health Clusters Health

Healthy: 19

Latest alarms (15 & [E |@ Rl )

Status Time Source Host Info Repeat count A
€ Emor 6/16/2016 3:33:.06 PM VM VM2 NODE2 Disk: 9770 KBps - counter exceeded user defined th... E
0 Emor 6/16/2016 3:31:05PM VM ‘windows20122-4' NODE1 Network: 4839 kbps - counter exceeded user define...
! Waming 6/16/2016 3:30:55 PM VM "SNine-Service' NODE1 Network: 1132 kbps - counter exceeded user define...
€ Emor 6/16/2016 3:28:10PM VM 'DEV-DC2' NODE2 Network: 2873 kbps - counter exceeded user define...
€ Emor 6/16/2016 3:27:25PM VM "Snine-WAP* NODE1 Disk: 2280 KBps - counter exceeded user defined th...
! Waming 6/16/2016 3:25:45PM VM "SNine-Service' NODE1 Memory: 2676 MB - counter exceeded user defined t...
! Waming 6/16/2016 3:25:45PM VM VM5’ NODE1 Memory: 1112 MB - counter exceeded user defined ...
! Waming 6/16/2016 3:25:45PM VM 'DEV-DCT’ NODE1 Network: 1313 kbps - counter exceeded user define...
! Waming 6/16/2016 3:25:45PM VM 'DEV-DCT NODE1 Memory: 1172 MB - counter exceeded user defined t...
0 Emor 6/16/2016 3:25:45PM VM "Bnine-WAP* NODE1 Network: 4026729 kbps - counter exceeded user de...
O Error 6/16/2016 3:25:45 PM VM "Bnine-WAP* NODE1 Memory: 6924 MB - counter exceeded user defined t... M

Datacenter summarized data view displays overall health for its objects — host health, VMs health
and cluster health. Each object type is shown as a circle diagram with the total number of objects
divided by those that are healthy and those that have errors:

Green color shows healthy objects
(19 objects in total on the picture).

Red color shows objects with errors
(4 objects in total on the picture).

Orange color shows objects with warnings
(5 objects in total on the picture).
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Latest alarms are shown in the lower part of the Summary tab. To filter alarms, use the
corresponding buttons:

o to filter by object type:
> rﬁ?‘ — turn cluster alarms displaying on/off;
> FE’\ — turn host alarms displaying on/off;

> @ —turn VM alarms displaying on/off.
e tofilter by alarm type:

> @— turn alerts (errors) displaying on/off;

i

> '—turn warnings displaying on/off;

> @ — turn info displaying on/off.

i| Hyper-V Manager ] Optimizer l Capacity Planning I Library l Antivirus l
Property Info I I
i T Nodes Health VMs Health
Role/node count 27 clustered roles and 2 nodes
Curment Host Server NODE1
Networks Cluster Network 1, Cluster Network 6, Cluster Network 3, Cluster Network 4
Subnets 4 |Pvdand 0 IPv6
Name Status OwnerNode Capacity
FastStorage Orline NODE1 300GB
SlowStorage Online NODE2 520 GB
Witness Online NODE1 10GB
Volume Label Volume Path Disk Info
FastStorage C:\ClusterStorage\Volume1... CSVFS § GB free of 300 GB

Latest alarms @ @ |® rm @

Status Time Source Host Info Repeat count ~
€ Emor 6/16/2016 3:33.06 PM VM VM2 NODE2 Disk: 3770 KBps - counter exceeded user defined th... 75
€ Emor 6/16/2016 3:31:05PM VM ‘windows2012r2-4 NODET1 Network: 4839 kbps - counter exceeded user define...
! Waming 6/16/2016 3:30:55 PM VM "5Nine-Service' NODE1 Network: 1132 kbps - counter exceeded user define...
€ Emor 6/16/2016 3:28:10 PM VM 'DEV-DC2 NODE2 Network: 2873 kbps - counter exceeded user define...
€ Eror 6/16/2016 3:27.25PM VM "5nine-WAP" NODE1 Disk: 2280 KBps - counter exceeded user defined th...
! Waming 6/16/2016 3:25:45PM VM "SNine-Service' NODE1 Memory: 2676 MB - counter exceeded user defined t...
! Waming 6/16/2016 3:25:45PM VM VM5’ NODE1 Memory: 1112 MB - counter exceeded user defined t...
! Waming 6/16/2016 3:25:45PM VM 'DEV-DCT' NODE1 Network: 1313 kbps - counter exceeded user define...
! Waming 6/16/2016 3:25:45PM VM 'DEV-DCT’ NODE1 Memory: 1172 MB - counter exceeded user defined t...
€ Emor 6/16/2016 3:25:45PM VM "Snine-WAP' NODET1 Network: 4026729 kbps - counter exceeded user de...
0 Emor 6/16/2016 3:25:45PM VM "Snine-WAP' NODE1 Memory: 6524 MB - counter exceeded user defined ... v

Cluster summarized data view displays the following info:

e General info: cluster name, role/node count, current owner (host server), networks and
subnets.
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e C(Cluster shared volumes info with details.
e Health diagrams for the cluster nodes and virtual machines.

e Latest cluster and VM alarms.

Host

Summary | Hyper-V Manager | Virtual Network Manager I Optimizer l Monitor I Capacity Planning I System Status Report | Best Practices Analyzer | Hyper-V Logs ] Library | Antivirus |

General Detailed
Property Info Property Info VMs Health
Host FQDN NODE1.dev local BIOS Version 092309 - 20090923
Up-Time 01.01:29:49 Domain dev local
Cluster DEV-Cluster.dev local Domain role MemberServer
Operating system  Microsoft Windows Server 2012 R2 Stan... Manufacturer Supermicro
Server CPUs 2 (Logical 16) Model X8DTT
Total RAM 49143 MB System type x64-based PC
Available RAM 25306 MB
Disks Additional
Name Capacity Hypervisor present: True
C: 66 GB free of 111 GB
o IP Addresses: 169.254.1.95, 108.60.145.209,
Is VM: False
Is part of domain: True

Latest alarms B (& |@ me

Status Time Source Host Info Repeat count A
! Waming 6/16/2016 3:35:51 PM VM "5SNine-Service' NODE1 Memory: 2676 MB - counter exceeded user defined threshold of 1024 MB |
! Waming 6/16/2016 3:3551 PM VM VM5’ NODE1 Memory: 1112 MB - counter exceeded user defined threshold of 1024 MB
! Waming 6/16/2016 3:35:51 PM VM 'DEV-DCT" NODE1 Network: 1288 kbps - counter exceeded user defined threshold of 1024..

! Waming 6/16/2016 3:35:51 PM VM 'DEV-DC1* NODE1 Memory: 1172 MB - counter exceeded user defined threshold of 1024 MB

o Emor 6/16/2016 3:3551 PM VM "Bnine-WAP* NODE1 Network: 3808578 kbps - counter exceeded user defined threshold of 2...

0 Emor 6/16/2016 3:35:51 PM VM "Bnine-WAP' NODE1 Memory: 8192 MB - counter exceeded user defined threshold of 4096 MB

€ Emor 6/16/2016 3:35:51 PM  NODE1 NODE1 Network: 13989 kbps - counter exceeded user defined threshold of 204... v

Host summarized data view displays the following host info:
e General host info: host FQDN, up time, OS version, CPUs, total and available RAM.

e Detailed info: BIOS version, domain, domain role, hardware manufacturer and model,
system type.

e Host disks info.
e Health diagrams for the virtual machines on the host.
e Latest host and VM alarms.

e Additional data: presence of the hypervisor on the host, host IP addresses, whether it is a
virtual machine or a physical server, whether it is a part of domain.
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You can connect to the host via RDP directly from the dashboard. Click the RDP Connect button and
select the endpoint to establish RDP session to the host:

Connect via RDP -
| Remote
<) Connection

Select the endpoint you want to connect to
| NODE2.dev.local v]

Virtual machine

Summary ] Hyper-V Manager l Optimizer l Monitor l Capacity Planning l Library l Antivirus ]
Commands General Data Storage Refresh Storage Usage
@ Tum OFf Property Info Name Total Size
: Vmid {8be7c4a7-79ac-4b9a-833b-c 10df37... CSV: FastStorage, FastStorage (C:\ClusterStorage\Volume1... 70GB
() Hlidown Host NODE1
E’ Save State Running
Guest OS Version ~ Windows Server 2012 R2 Datacenter
1] Pause Generation 2 Config Storage
() Reset Integration Services 6.3.9600.16384 (Up to date) Name Total Size
2 Checknoint DNS Name SNINE-WAP dev local CSV: FastStorage, FastStorage (C:\ClusterStorage\Volume1... 344 KB
£9 Checlpoint IP Addresses 172.16.0.206;10.0.0.206;108.60.145....
c]2Rename Processor Load 9
= kit Memory Load 8GB Networks
#ed = Active Tasks Name Type
G’—"](M Network Adapter - LocalNet Exemal
Network Adapter - Public Extemal
Network Adapter - Tenant Logical Switch Extemal
Latest alarms (@1 (@)
Status Time Source Info Repeat count A~
0 Emor 6/16/2016 3:35:51... VM Snine-WAP* Network: 3808978 kbps - counter exceeded user defined threshold of 2048 kbps
€ Eror 6/16/2016 3:35:51... VM "Bnine-WAP" Memory: 8192 MB - counter exceeded user defined threshold of 4096 MB =
€ Emor 6/16/2016 3:27:25... VM "Bnine-WAP' Disk: 2280 KBps - counter exceeded user defined threshold of 2048 KBps
0 Emor 6/16/2016 3:25:45... VM "Bnine-WAP' Network: 4026725 kbps - counter exceeded user defined threshold of 2048 kbps
0 Emor 6/16/2016 3:25:45... VM "Snine-WAP* Memory: 6924 MB - counter exceeded user defined threshold of 4096 MB
! Waming  6/16/2016 3:17:25... VM "Snine-WAP" Disk: 1160 KBps - counter exceeded user defined threshold of 1024 KBps
€ Emor 6/16/2016 3:15:45... VM "Bnine-WAP" Network: 4043836 kbps - counter exceeded user defined threshold of 2048 kbps
€ Eror 6/16/2016 3:15:45... VM "Snine-WAP" Memory: 6822 MB - counter exceeded user defined threshold of 4096 MB v

Virtual machine summarized data view displays the following info:

e General VM info: VM ID, current parent host, VM state, guest OS version, VM generation,
integrated services version, DNS name, IP addresses, processor load, memory load and the
list of active tasks with the current progress percentage for each task.

e Storage info (data and configuration): name, type, path and capacity (free of total size) of
the storage, total size of the virtual disk and VM configuration files. The Refresh Storage

Usage button lets you refresh these data.

e Networks info: name and type of each virtual network connection.
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e Latest VM alarms.

The following commands are additionally available for virtual machine on the Summary tab: turn off,
shutdown, save, pause/resume, reset, create checkpoint, rename, edit VM settings, and connect via
guest console. All these commands are available among the other ones from VM context menus and
the main panel menu on the Hyper-V Manager tab. Please refer to the ‘Operations with virtual
machines’ — ‘Standard operations’ section below for detailed information about VM operations.
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Options
The following options are available to customize 5nine Manager (Options command in View menu):
e Guest Console.
e E-mail notifications.
e Optimizer and Monitor settings.
e Templates and Sysprep settings.
e Task log settings.

e Reset confirmation checkboxes.

Guest console

Ability to choose client for guest connection:

e FreeRDP VM connection — have to be used if 5nine Manager is installed directly on a Hyper-
V server without GUI.

e  Microsoft VM connection —the best choice for any other options.

Options -
Guest Console Guest Console
 Notfications Select client for guest connection: Microsoft VM connection v |
Optimizer & Monitor FreeRDP UM = |
Capacity Planning Smart Sizing Soft VM
Templates & SysPrep
Task Log
Reset Checkboxes
[ ok |[ cance |

Smart sizing option is available for both Free RDP-based and Microsoft RDP-based clients:

Guest Console
Select client for quest connection: l Microsoft VM connection v

Smart Sizing
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E-mail notifications

5nine Manager can send E-mail notification about different Hyper-V events to administrator’s E-
mail. To start receiving notifications fill Enable e-mail notifications checkbox, set E-mail server
access parameters and define sender and recipients E-mail addresses.

Note. Only explicit SSL authentication is supported.

Options -
Guest Console Mail Settings
=l Notfications Enable e-mail notifications
Mail Settings
Criteria SMTP server address lsmip @5nine.com
Optimizer & Monitor specify SMTP address
Capacity Planning
Templates & SysPrep Port
Task Log Requires authentication [w]
Reset Checkboxes
SSL
Usemame l Snine I
specify Usemame and Pessword
if SMTP server requires authentication
Password loooooooo. I
Sender lfhine.Manager@Snine.com I
specify e-mail address from which e-mails will be sent
Recipients ladmin@5nine.com: monitoring@5nine.com I
specify e-mail. of i separate by
0K ][ cencel |

Then select what action 5nine Manager should inform administrator.

Options -
Guest Console Criteria
= Notifications
Mail Settings Conditions
Optimizer & Monitor Remove VM
Capacity Planning Start VM
Templates & SysPrep Restart VM
Task Log Tum Off VM
Reset Checkboxes Import VMM
Export VM

VM Replication Failed

VM Configuration Changed
Optimizer migration

Monitor notification
Antivirus notfication

Select Al | | Select Nora |

[ ok

II Cancel |

SOFTWARE

© 2009-2016 5nine Software, Inc. All rights reserved.
Security & Management Solutions for Hyper-V and Windows Server

S




Note. Antivirus notification option applies to program version with antivirus module — 5nine
Manager with Antivirus.

Optimizer & Monitor

Set parameters for Optimizer and Monitor features (please refer to the ‘Optimizer’ and ‘Monitor’
sections below for details):

Options -

Guest Console Optimizer and Monitor Settings
# Notifications : 3 2 ; :
G | | Monitor Thresholds Monitor Exclusions Retention Event Settings
Optimizer & Monitor ok s
Capacity Planning Performance counter probing interval (affects the frequency of data updating in
Templates & SysPrep Optimizer and Monitor plugins):
Task Log A
60 d
Reset Checkboxes - e

Optimizer automatic migration frequency for virtual machines to balance load:

120 2. seconds

v

Monitor alarm generation interval (an alam is generated if the average value of the
performance counter exceeds its threshold within this time period):

120 S seconds

v

Alam frequency (defines how often alams can be generated for the same VM /host
performance counter):

600 seconds

~
v

[] Disable host monitoring

oK || Cancel

In the General tab set performance counters:

e Performance counters probing interval. It determines the frequency of Optimizer and
Monitor data updating. Default value is 5 seconds.

e Optimizer automatic migration frequency for virtual machines to balance load. Default
value is 120 seconds.

e Monitor alarm generation interval. An alarm will be generated if the average value of
the performance counter exceeds its threshold within specified time period. Default
value is 120 seconds.

e Alarm generation frequency. This parameter defines the limit for the frequency period
to generate an alarm for the same VM/host performance counter. An alarm will not be
generated more often than the specified value. Default is 60 seconds.

e Mark the Disable host monitoring option to switch off monitoring for any Hyper-V host.
You may also exclude specific host(s) from monitoring instead using monitor exclusions
as described further.
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In the Monitor Thresholds tab set thresholds for Monitor notifications:

Options -
Guest Console Optimizer and Monitor Settings
& Not:rficfations " General | Monitor Thresholds | Monitor Exclusions | Retention | Event Settings

Optimizer & Monitor |
Capacity Planning Set the threshold values for notification (0 to disable):
Templatea 5 SysPeop Host thresholds
Task Log Waming Critical
Reset Checkboxes CPU (%) 50 A 70 2

Memory (%) 60 s 70 =

Disk 1/0 (%) 60 3 70 S

Network (kbps) 10024 z 20048 2

Disk Allocated Space (%) |50 z 60 s

Virtual Machine thresholds

Waming Critical

CPU (%) 60 z 70 s

Memory (MB) 1024 s 2048 >

Disk (KBps) 128 z 256 >

Network (kbps) 10024 s 20048 s

Generate alam when trend exceeds the threshold
I 0K l I Cancel I

e CPU, Memory, Disk Time in percent and Network utilization in kbps for Hyper-V hosts.

e CPU utilization in percent, Memory utilization in MB, disk and network utilization in kbps for
virtual machines.

The thresholds are set for warning and critical values. All values are set to “0” by default, which
means the thresholds are disabled.

The option “Generate alarm when trend exceeds the threshold” is enabled by default. This option
will evoke alarm if the graph intersects the trend green line just like when it exceeds the threshold.
Please refer to the ‘Monitor’ section below for details.
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In the Monitor exclusions tab you may specify hosts that will be excluded from monitoring:

Options -

Guest Console Optimizer and Monitor Settings
& Notfications General | Monitor Thresholds | | Monitor Exclusions | Retention | Event Settings
Optimizer & Monitor | | |
Capacity Planning Hosts: Exclusions:
Templates & SysPrep NODET
Task Log NODE2

Reset Checkboxes

<L

The hosts added to the exclusion list will not be monitored.

| ok || Cancel |

Select host(s) from the hosts list on the left. Use Ctrl and Shift keys to multiple selection.
Move selected hosts to the right field to exclusions list by clicking the right double arrow
button.

To remove the host(s) from exclusions do the opposite action and left double arrow
button to move them back to monitored hosts list.
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In the Retention tab you can set the retention period in days for monitor historical data. The default
value is 30 days:

Options -

Guest Console Optimizer and Monitor Settings

# Notifications s C - = :

' General | Monitor Thresholds | Monitor Exclusions Retenti Event Settings
Optimizer & Monitor ! skl A
Capacity Planning . ) i o }

Templates & SysPrep Specify retention period for Monitor historical data (in days):
Task Log o

30 d
Reset Checkboxes oo s

| oKk || cancel |

In the Event Settings tab you can review and edit various events for monitoring:

Options =
Guest Console Optimizer and Monitor Settings
w Not‘ffit?ations ; General | Monitor Thresholds | Monitor Exclusions | Retention | | Event Settings

Optimizer & Monitor | |
Capacity Planning ~
Templates & SysPrep Microsoft-Windows-Hyper-V-High-Availability =]
Task Log Microsoft-W@ndows~Hyper-V—Irﬁegrat_ion =
Reset Checkboxes M!crosoft-‘Mndows-Hyper—V-SynthNlc

Microsoft-Windows-Hyper-V-VMMS v

Event ID Description A

1000 Cluster service fatal emor

1006 Cluster service intermuption =

1011 Host node was evicted from cluster

1046 Invalid subnet mask detected

1047 Invalid IP address detected

1049 Failed to bring cluster resource online

1057 Cluster database could not be loaded

1069 Cluster resource failure

1073 Inconsistency within the failover cluster

1080 Cluster service failed to write data to a file

1090 Cluster service cannot be started

1093 Host cluster membership

1105 Cluster service failed to start M

Load previous events for a specified number of hours: 1 s

oK || Ccancel |
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The upper field displays the events sources, which are pre-defined and are not editable. The lower
field displays events list for each source. It already contains main events for each source, but you
may edit the list of these events. To view and/or edit the events, select the source in the upper field.
The lower field will display the current list of events.

To add the new event, click the Add button and type the new event ID and description:

Add alarm event .

Event ID: Description:
1555 l !Attempting to use IPv4 for "%1" network adapter failed |

[ ok ][ cance |

Note. The events are pre-defined for each source. You should know the exact ID and the meaning of
the event to add it to the list. For example, failover clustering events can be found in this article:
https.//technet.microsoft.com/en-us/library/cc753362(v=ws.10).aspx.

To remove the event, select it in the lower field and click the Remove button.

Capacity Planning

Set general parameters for capacity planning feature (please refer to the ‘Capacity planning’ section
below for details):

Options -

Guest Console

= Notifications Estimate Period: |7 S days
Mail Settings
Criteria Forecast Period: 7 S+ days
Optimizer & Monitor

Templates & SysPrep Refresh Period: 160 S minutes

Task Log
Reset Checkboxes

oK || Cancel

- Estimate period in days
- Forecast period in days

- Period to refresh data in minutes
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Templates & Sysprep

Set parameters for library items — templates, virtual hard disks and ISO files in the General tab:

Options -

Guest Console Templates and SysPrep settings
+ Notifications [—General Advanced

Optimizer & Monitor
Capacity Planning
Templates & SysPrep
Task Log

Reset Checkboxes

VM Templates folder path in UNC format. For example, \\computer‘folder.
I\\node 1\c8\ClusterStorage\Volume 2\tempates l

Virtual disks folder path in UNC format. For example, \\computer‘folder.
[\\CAUDEV-CNNVwhd |

1SO files folder path in UNC format. For example, \\computer‘folder.
[\\CAUDEV-CNNV\iso |

Skip ream
If selected Windows Software Licensing Ream program is NOT run.

e Specify VM templates, VHDs and I1SO folder paths. Use UNC format (i.e. \\Server\Folder).
Prerequisites.

It is important to set proper permissions for the locations, servers and users so that
templates work as expected:

- Both servers, i.e. Hyper-V host and machine running 5nine Manager management
console (further referred to as “managing machine”), and user, under which Hyper-V
host is managed, should be trusted for Kerberos Constrained delegation. Trust to
any service is preferable option, “cifs” is minimal required trusted service:
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file://///Server/Folder

5nine Manager

NODE1 Properties _

[ General I Operating System I Member Of | Delegation ‘ Location I Managed By I Dialin |

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

O Do not trust this computer for delegation

(O Trust this computer for delegation to any service (Kerberos only)
(® Trust this computer for delegation to specified services only
Use Kerberos only

O Use any authentication protocol
Services to which this account can present delegated credentials:
Service Type  User or Computer Port Service N
cifs SNINE-SERVICE
< m >
[] Bxpanded Add... | i Remove
ok [ Goos | [ 7oy ][ b |

- Shared folders should have properly configured permissions for both users and
computers: user under which Hyper-V host is managed, host itself and managing
machine should be added to share’s security list with full access:

N iso Properties - Permissions for iso -

[ General ‘[ Sharing [ Security I Previous Versions I Customize | Security

Network File and Folder Sharing Object name:  C:\ClusterStorage'\Volume2\iso

iso

] Shared Group or user names:
Network Path: 33) Everyone A
\\CAUDEV-CNNV\iso 82, SYSTEM =
#2, LOCAL SERVICE
3‘ 5nine (Snine@dev local) v
Advanced Sharing (‘ i >
Set custom permissions, create multiple shares, and set other

advanced sharing options. l
) Advanced Sharing... Permissions for NODE1$ Allow Deny
Full control [Vl O A
Modify O |
Read & execute ] O @
List folder contents O
Read v O =
ok | [ae [ o

e Enable Skip rearm option to omit running Windows Software Licensing Rearm program
in the templates with Windows OS family.
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Set parameters for sysprep agent and copying files in the Advanced tab:

Options -

Guest Console Templates and SysPrep settings
# Notifications
General || Ad d
Optimizer & Monitor vance
Capacity Planning

Templates & SysPrep Remote copyfile method ~ [WMI v]
Task Log
Reset Checkboxes Start agent method IWMI v l

[=] Forcibly try Kerberos constrained delegation
Kerberos costrained delegation settings
Kerberos prefix: cifs

Kerberos timeout 18015 sec

- Remote copy files and start agent methods. They both are set to WMI by default and
it is recommended option. In the case WMI does not work in the environment, try
Power Shell (PS) option.

- Forcibly try Kerberos constrained delegation. This option determines whether
Kerberos should be forcefully tried when WMI method is used. It may get the
following states:

> Kerberos constrained delegation check is disabled when the checkbox is
empty. The operation will happen with default scenario.
> Kerberos constrained delegation parameters will be applied if possible. This

is default option ( (=] ).
)

> Kerberos constrained delegation will be tried forcefully
- Kerberos constrained delegation settings:

> Kerberos service prefix “cifs” is default value that will be used in WMI
command parameters:
Sscope.Options.Authority = "kerberos:cifs/SaccountName.Sdomain"
If the prefix is empty then there will be no prefix:
Sscope.Options.Authority = "kerberos:SaccountName.Sdomain"

» Kerberos timeout is set to 180 sec by default, it depends on system
performance. The lower performance, the greater the value should be to
prevent operation failure due to time out.
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Task log retention period

Task log shows the list of all tasks, including earlier finished, in the system. User can set retention

period in days for the tasks stored. If a task is older than this period of time it is removed from the
list.

Options -
Guest Console

¥ Notifications Retention period in days for task log history: |7
Optimizer & Monitor
Capacity Planning
Templates & SysPrep

Reset Checkboxes

<>

oK |[ Cancel

Reset checkboxes

5nine Manager stores information about user’s choice when performing different operations. For
example, if Please do not ask me again checkbox was filled 5nine Manager will not show this dialog
anymore until user presses Reset button.

Turn Off virtual machine ‘Mew Virtual Machine' .

Are you sure you want to turn off the selected
wirtual machine(s)? This is equivalent to
power off @ computer, so data loss s
possible.

Y

Pleaze do not ask me again | Turn CIff | | Don't Turn Off
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Reset Checkboxes option is intended for cancelling of all stored checkbox states.

Options -

You can clear all the check boxes that hide messages when checked. This action restores
confirmation messages that are hidden by selecting the check boxes.

Guest Console

# Notifications
Optimizer & Monitor
Capacity Planning
Templates & SysPrep
Task Log

Reset
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Hyper-V Settings

To change Hyper-V Settings for a host, select a host in the tree and press the "ﬁ (Hyper-V Settings):

5} Hyper-V Settings for 'node2.cloud.nine.com’ | = | & 6
Toggle the Vitual Machine Management service on this host: IP Start Service

General | Migration | Replication |
Virtual Hard Disks
Specify the default folder to store virtual hard disk files.

IC:\Users\PubIic\Documems\Hyper-V\V'ldual Hard Disks | I Browse...

Virtual Machines
Specify the default folder to store virtual machine configuration files.

IC:\.ProgramData\Microsoft\Windows\Hyper-V I I Browse...

NUMA Spanning

You can configure Hyper-V to allow virttual machines to span non-uniform memory architecture
(NUMA) nodes. When the physical computer has NUMA nodes, this setting provides virtual
machines with additional computer resources.

Allow virtual machines to span physical NUMA nodes

Enhanced Session Mode Policy
You can configure Hyper-V to allow enhanced session mode connections to virtual machines
running on this host.

[] Allow enhanced session mode

Enhanced session mode allows redirection of local devices and resources from computers running
Virtual Machine Connection. Enhanced session mode requires a supported guest operating system,
and may require additional configuration inside the virtual machine.

IApptysettingsto other hosts... l | 0K | | Cancel |

Use the Stop Service button to stop all VMs on a selected host. You can start them again by pushing
the Start Service button.

You can change folders for information storage:
o Default folder to store virtual disk files.
o Default folder to store virtual machine configuration files.
And set the following options:
e Allow virtual machines to span physical NUMA nodes.
e Allow enhanced session mode.
The Apply settings to other hosts button allows to apply settings to other hosts.
The following options can be chosen:

o Copy VMMS settings.
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e Copy Migration settings.
e Copy Replication settings.

To apply setting, select hosts and press Apply.

S Apply settings | = | = IS

Select the hosts you want to apply the
Hyper-V settings to:

nodel

[w] Copy VMMS settings
[v] Copy Migration settings
Copy Replication settings

| Apply || Cancel

Use Migration tab to switch over to Migration settings:

Genefall Migration | Replication

Live Migrations

[] Enable incoming and outgoing live migrations

Specify the number of simultaneous live migrations: 2 ‘ s '
y Use any available |10.16.107.35/32 Add
= network 67.228.130.89/32 l—l
67.228.188.136/32
@ Usethe specfied |10.16.105.200/32
~ P addresses
Authentication protocol Performance configuration options
() Credential Security Support Provider (CredSSP) "E:f' TCP/IP
i (® Compression
(@) Kerberos O SMP

Storage Migrations

You can specify how many storage migrations can be performed at the same time on this computer.

Specify the number of simultaneous storage migrations: 2 ol

You can set the following options:
e Enable incoming and outgoing live migrations.
e Specify the number of simultaneous live migrations.

e Use any available network

or

e Use the specified IP addresses. Press Add button to add IP Address:
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IP Address [x]
Subnet Number: 172.16.0.0 |
Prefix Length: 16 2

| ey || Cance |

e Specify the number of storage migrations.
And performance configuration options:
e TCP/IP
e Compression
e SMP
On the Replication tab set replication settings if the current Hyper-V host is supposed to be used as

a replica server. Please, refer to the ‘Replication’ section below for detailed information regarding
replication and its prerequisites.

[ Enable this computer as a Replica server.

Authentication and ports
[] Use Kerberos (HTTP): 80 2
Use certificate-based Authentication (HTTPS): 443 C {
Issued To: CN=node1 .doud.5nine .com Select Certiﬁcate...’ J
Issued By: CN=node1.cloud.5nine.com

Expiration Date: 1/1/2018
Intended Purpose: Server Authentication, Client Authentication

Authorization and storage
Specify the servers that are allowed to replicate virtual machines to this computer.

® Allow replication from any authenticated server
Specify the default location to store Replica files:

lC:\hyper-v\ I Browse...

(O Allow replication from the specified servers:

Primary Server Storage Location Trust Group Add...
Modify...

Remove

e Enable this computer as a Replica server. Mark this option to set the
current Hyper-V host as a replica server.

e Set authentication parameters:

> Use Kerberos (HTTP). This authentication option uses Kerberos authentication
protocol via HTTP port 80 (default).
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> Use certificate-based Authentication (HTTPS). This authentication method uses pre-
installed certificate and works via HTTPS port 443 (default). Click the Select
Certificate... button to choose pre-installed certificate on the current Hyper-V host:

Select Certificate .
Select a certificate for HTTPS authentication:
Issued To Issued By Expiration Date  Intended Purpose
CN=node1.cloud.5nine.com CN=nodel.cloud.5nine.com 1/1/2013 Server Authentication, Client Authentication

e Set authorization and storage parameters:

> Allow replication from any authenticated server. Any Hyper-V host that is set as a
replica server in the environment will be allowed to send Replica files. Specify the
default location by typing or browsing to the folder to store Replica files.

> Allow replication from the specified servers. Only specified Hyper-V hosts will be
allowed to send Replica files. Click Add... to add the authorized server to the list:

Authorization Entry .

Specify the primary server:

‘nodeZ.cloud.Snine.com ]

Specify the default location to store replica files:

lC:\hyper-v\ |
Specify the trust group:
lcLouD ]

Trust group identifies a group of primary servers within which a
given primary vitual machine can move.

L 0K Y | Cancel |

= Specify the primary server. Use FQDN or IP address.
= Specify the default location for Replica files on the current Hyper-V host.

= Specify the trust group which Hyper-V hosts must belong to receive primary
virtual machine.
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5nine Manager

Creating a new virtual machine

To create a new virtual machine (VM), first you need to select the host on which the VM will be
seated. Select either of the two ways to create a new VM:

1. Select the host within the cluster sub-tree so that the new VM is created as a clustered VM; Or

2. Select the host as a separate entity in the 5nine Manager tree so that the new VM is created as
a local VM.

Click the E‘ (Create New VM) button on the main panel menu or Edit = Create New VM menu
command. The Create Virtual Machine wizard will be opened:

Create Virtual Machine [ [= S|

Specify Name and Location

Specify Name and Location ® Create new vitual machine
Specify Generation

Assign Processor () Create from existing virtual machine

Assign Memory ‘ ‘

Confi Networki ~
RO worsng () Create from virtual machine template

Connect Virtual Hard Disk l ‘

Installation Options

Summary

[ Net> |[ Fnsh |[ Cancel

Select one of options to create virtual machine:
e (Create new virtual machine. This option will allow you to create the new VM.

e (Create from existing virtual machine. This option will allow you to select the existing VM to
create the new one from:

= Select Virtual Machine [= [ o [e]

Name State Operating System VM I1d

ASEWin Running Windows Server 2012 Datacenter 3294ab60-1dd5-4641-ae40-66d3539d695¢

VM-T1 Running Windows Server 2012 Datacenter 92d4e023-6a67-42ec-b359-dc9defeb011d
‘ DEV-DC1 Running Windows Server 2012 R2 Standard 93415970-a9d9-4a75-bea3-8499d6ca76b3

SNine-Service Running Windows Server 2012 R2 Standard b9e3e7d1-518e-442e-a753-3e37af9c9044
Cloud-Cruiser Running Windows Server 2012 R2 Datacenter  d9969064-5¢3f-4b93-bcb 1-7ff1b93f3481

Select | [ Cancel
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e Create from virtual machine template. This option will allow you to select template to create
virtual machine from. Template should be previously created from one of existing VMs
(please refer to the ‘Operations with virtual machines — Converting VM to template or
sysprep’ section below).

add

=]

Name

Select VM Template

Path Operating System
Template based on VM 'ASEWIn'  \\node1\c$\Hyper-V\Templates\Template based on VM "ASEWin'

[ select || Cancel

|

Click next. Further steps are basically the same for all options listed above.

Specify Source

Specify Generation
Assign Processor

Assign Memory
Configure Networking
Connect Virtual Hard Disk
Installation Options

Summary

Create Virtual Machine

Specify Name and Location

BE |

Choose a name and location for this virtual machine.
Name: VM1
Specify Name and Location You can create a folder or use an existing folder to store the virtual machine. if you dont select a folder,
the virtual machine is stored in the defautt folder configured for this server
[z Store the virtual machine in a different location.
Location: ‘C:\GusterStomge\Volumﬂ ‘
[V] Clustered VM Browse...
Notes:
<Previous | [ Net> |[ Fnmsh || Cancel

e Enter the VM name (“New Virtual Machine” is the default name for the option Create new
virtual machine).

e Select the location to store the new VM configuration file. The default location is
%ProgramData%\Microsoft\Windows\Hyper-V\ for a locally created VM, this parameter can
be changed in Hyper-V settings of the hosts. To change the default location, first mark the
“Store the virtual machine in a different location” option, then either type or browse for the
new location.

e Mark the “Clustered VM” option to make the new virtual machine highly available. Note that
VM configuration should be stored in CSV rather than on local disk. The default location will
be changed accordingly when this option is enabled.

e Enter notes (optional).

Click Next.
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5nine Manager

Note. If you click Finish at this or in any of the following steps, the new VM will be created with the
default parameters that you haven’t altered during creation process.

Create Virtual Machine [=To S|

Specify Generation

Choose the generation of this vitual machine.

Specify Source O Generation 1
Specify N A bocat This virtual machine generation provides the same virtual hardware to the virtual machine as in previous
pecify Name and Location versions of Hyper-V.
i
Assign Processor ORI
= This virtual machine generation provides support for features such as Secure Boot, SCSI boot and PXE
Assign Memory boot using a standard network adapter. Guest operating systems must be running at least Windows

Server 2012 or 64-bit versions of Windows 8.
Configure Networking

Connect Virtual Hard Disk '\ Once a vitual machine has been created, you cannot change its generation
Installation Options =

Summary

<Previous | [ Net> |[ Fnmsh || Cancel

Specify generation of the new VM:

e “Generation 1” —to create the VM with the older virtual hardware, as in earlier versions of
Hyper-V;

e “Generation 2’” —to create the VM with support of newer features, such as Secure Boot,
SCSI boot and PXE boot.

Note. The option “Generation 2” is available only on the hosts running Windows Server 2012 R2. For
earlier version, it is disabled and only “Generation 1” option is available.

Click Next.
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Create Virtual Machine (== S|

Assign Processor

You can modify the number of virtual processors based on the number of processors on the physical
computer.
Specify Source Number of vitual processors: |16 -5
Specify Name and Location
Resource control
Specify G ti Migrate t | ut
'fy cneEon Virtual machine reserve (percentage): 0 s O wrlt% a%ﬁ?e?e‘:nh);: cae:sc:;'r‘p o
Virtual machine limit (percentage): 100 s NEROD
Assign Memory )
Relative weight: 100 ) [] funian older operating system,
Configure Networking such as Windows NT
Connect Virtual Hard Disk NUMA Topology
Installation Options Maximum number of processors: 1 ¢
Summary Maxdmum NUMA nodes allowed on a socket: |1 <
I < Previous | l Next > ‘ I Finish I [ Cancel

Assign CPU parameters for the new VM:

e Set the number of virtual processors, as required, to allow maximum percentage of physical
CPU utilization. The default value covers 100% of host CPU and depends on the number of
processors available on the host.

e Set resource controls to balance resources between virtual machines:

> Virtual machine reserve in percent (0 is default value).

> Virtual machine limit in percent (100 is default value).

> Relative weight. This parameter determines virtual machine priority amongst the
other VMs to allocate resources.

e Mark the “Migrate to a physical computer with a different processor version” option to limit
the processor features that a virtual machine can use. This improves the virtual machine’s
compatibility with different processor versions.

e Mark the “Run an older operating system, such as Windows NT” option in the case an older
OS version is used on VM to improve the virtual machine’s compatibility with older OS

versions.

o Set NUMA topology parameters in the case non-uniform memory access is enabled on a
virtual machine (dynamic memory allocation should be disabled to enable NUMA):

» Maximum number of processors (maximum value is 64, default value is 1).

» Maximum NUMA nodes allowed on a socket (maximum value is 64, default value is
1).

Click Next.
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Create Virtual Machine

Assign Memory

Specify the amount of memory to allocate to this vitual machine. You can specify an amount from 32 MB
through 45450 MB. To improve performance, specify more than minimum amount recommended for this

operating system.
Specify Source Startup RAM: 512:54 MB Max memory blocks per NUMA node (MB): 2282415
Specify Name and Location Dynamic Memory
Specify Generation You can manage the amount of memory assigned to this virtual machine dynamically within the specified
range.

Assign Processor
Enable Dynamic Memory

Assign Memory .
Configure Networking Minimum RAM: 22 v, MB
S = ~
Connect Virtual Hard Disk Maimum RAM: | 454505 MB
. ; Specify the percentage of memory that Hyper-V should try to reserve as a buffer. Hyper-V uses the
Installation Options percentage and the cument demand for memory to detemmine an amount of memory for the buffer.
STty Memory buffer: 2008 %
Memory weight
Specify how to prioritize the availability of memory for this vitual machine compared to other machines on
this computer.
Low r,] High

Specifying a lower setting for this virtual machine might prevent it from starting when other machines are
running and available memory is low.

< Previous II Next > II Finish H Cancel

Assign memory for the new VM:

e Enter the necessary amount of memory in MB in the Startup RAM field. The default value is
512 MB. You can use arrows to the right of the field to alter this figure within the min/max
range, from 8 to 14116 MB. Consider the OS memory requirements that will be used on the
VM.

Note. Please enter memory in increments 2MB

e Enter max memory blocks per NUMA node in MB, to determine NUMA node boundaries by
dividing the amount of physical RAM by the number of logical processors (cores).

e Set the memory allocation mode. Memory can be allocated either statically or dynamically in
accordance with needs and host physical resources availability. Mark the Use Dynamic
Memory for this virtual machine box to enable the dynamic memory allocation for the VM.
If the box is not marked (default setting), the static memory allocation applies to VM.

e If dynamic memory allocation is enabled, minimum and maximum RAM should be
determined to set boundaries for the virtual machine, default limits are preset depending on
the environment.

e Set the memory buffer to reserve the memory. Default value is 20%.

e Move the slider between “Low” and “High” to set the memory weight of the virtual machine
between the other virtual machines on the host to prioritize physical memory assignment.
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The lower the slider position is set the less the priority. In certain cases it may prevent VM
from starting if host memory resource is low.

Click Next.

Specify Source
Specify Name and Location Connection: | LocalNet v
Specify Generation
Assign Processor

Assign Memory ® Dynamic
Connect Virtual Hard Disk = e =
Installation Options ’ ’

Summary

Create Virtual Machine (== |

Configure Networking

Each new virtual machine includes a network adapter. You can configure the the network adapterto use a
virtual switch or it can remain disconnected.

MAC Address

[¥] Enable MAC address spoofing
Enable vitual LAN identification
VLAN ID

The VLAN identifier specifies the virtual LAN that this virtual machine will use for all
network communications through this netwok adapter.

< Previous ‘ | Next > ‘ I Finish l ‘ Cancel

Attention! Please configure network prior to VM creation.

Configure a network adapter for the new VM. You can select one of the following values:

S

Not connected. There will be no virtual network adapter attached to the new VM. The VM
will remain disconnected from the network until the network adapter is added at a later
time.

Any adapter presents on the list. It depends on what kind of virtual network switches have
been previously configured on the host (please refer to the “Network configuration”
section). The new VM will be using this connection.

Select MAC address obtaining option — Dynamic to set the virtual NIC physical address
dynamically, or Static — and enter the MAC address manually (the default value is present).

Tick Enable MAC address spoofing to enable masking of the virtual NIC MAC address if
necessary.

Tick Enable virtual LAN identification and then enter the VLAN identifier (number) if the VM
is supposed to use VLAN for all network communications through this virtual network
adapter.
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Virtual NIC advanced settings

The following advanced virtual network features can be configured on the Advanced Settings tab:

_ General[ Advanced Settings |

[] Enable NIC teaming Bandwidth Management
[] Enable DHCP Guard Specify how this network adapter
utili etwork bandwidth (0 f

[] Enable Router Guard ur;:é?nnd eg)o Sl
Protected network =
Port mirroring: Minimum: 05 v Mbps
l Nore G Maximum: 1.0 S| Mbps

Hardware Acceleration

Enable VMQ

[] Enable SR-IOV

|Psec task offloading

Maximum number: 512 & Offloaded SA

e Enable NIC teaming.
e Enable DHCP Guard.
e Enable Router Guard.

e Protected network. The VM will be moved to another cluster node if the network connection
problem occurs on the current node (in the clustered environments).

e Port mirroring: Destination or Source. Will send copied packets to another VM that is
configured for monitoring (if there is such available).

e Bandwidth management options: minimum and maximum allowed levels of network
bandwidth utilization for virtual network adapter (“0” is set for unrestricted utilization and it
is default value for both thresholds).

e Hardware acceleration options:
> Enable VMQ (Virtual Machine Queuing).
> Enable SR-I0V (Single Root Input/Output Virtualization).

e |Psec tasks offloading. Maximum number of security associations (SA) to be offloaded from

the processing by guest OS means to the physical NIC to support it. Range from 1 to 4096,
the default value is 512.
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With options “Create from existing virtual machine” and “Create from virtual machine template” the
Configure Networking view will be a little different:

Create Virtual Machine [ [= S|

Configure Networking

Add this network adapter

Connection: | Public ¥ l

Specify Source

Specify Name and Location

Shaci Gotiorion Add this network adapter

Assign Processor Connection: | LocalNet V‘
. . [¥] Add this network adapter
Connect Virtual Hard Disk
Installation Options Connection: | Tenant Logical Switch v ‘
Surmary
< Previous | l Next > ‘ | Finish | l Cancel

By default, the “Add this network adapter” option is marked and corresponding connection is pre-
selected depending on VM template’s or existing VM’s settings. If you unmark this option, new VM
will be created without any vNIC.

Click the Settings button to check and, if necessary, change virtual network adapter parameters, as
described above.

Network Adapter Settings -
| General | Advanced

MAC Address
(® Dynamic
O Static

nn nn

nn nn nn
uu U

o
(=]
'
[=
[

Enable MAC address spoofing
Enable virtual LAN identification
VLAN ID

The VLAN identifier specifies the vitual LAN that this virtual machine will
use for all network communications through this netwok adapter.

I OK || Cancel |

Click OK to close the dialog window and then click Next in the Create Virtual Machine wizard.
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Create Virtual Machine [=[= ]

Connect Virtual Hard Disk

A virtual machine requires storage so that you can install an operating system. You can specify the storage now
or corffigure it later by modifying the virttual machine’s properties.

Specify Source

@® Create a vitual hard disk Disk type: | Dynamically Expanding vl
Use this option to create a VHDX disk.
Disk Path: |C:\ClusterStorage\Volume2\VM1\Virtual Hard Disks\VM1 (1).vhdx ‘

Disk Size: (127  -$- GB (Maximum 64 TB) Browse...

Specify Name and Location

Specify Generation

Assign Processor

Assign Memory
Configure Networking (U Use an existing virtual hard disk

T Use this option to attach an existing VHDX disk.
Connect Virtual Hard Disk s =
C:\ClusterStorage'\Volume 1
Installation Options

Summary
O Copy virtual hard disk from library

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing vitual hard disk later.

| < Previous l[ Next > H Finish H Cancel ‘

Connect a virtual hard disk for the new VM. Options are as follows:

e (Create a new virtual hard disk. The new empty virtual disk in VHDX format will be created at
the default location (%\Users\Public\Documents\Hyper-V\Virtual Hard Disks\New Virtual
Machine.vhdx). A disk type can be chosen: either Dynamically Expanding or Fixed Size. You
can change the default size (127 GB) up to 64 TB maximum value for the new virtual hard
disk. You also can select a different location as the file name by clicking the Browse button.

e Use an existing virtual hard disk. This option allows you to select the existing virtual hard
disk of either VHD or VHDX format, located in %\Users\Public\Documents\Hyper-V\Virtual
Hard Disks folder by default. To select the existing virtual disk, click the Browse button and
locate the VHD or VHDX file, either at the default path or any other.

e Copy virtual disk from library. This potion allows you to select the existing virtual hard disk
from library. To select virtual hard disk from library, click the Browse button to the right
from the Original Path filed and select the virtual hard disk from the dialog box below:

o Select Disk Template [= [ o [

Name Type Path Disk Type Size

NewDisk  VHDX \\node2\Hyper-V\NewDisk. vhdx Unknown 4MB

vhd1 VHDX \\node2\Hyper-V\vhd1.vhdx Unknown 4MB
Select | | Cancel

Virtual hard disks should be previously created or copied to the location that is set as a virtual disk
library storage. Please refer to the “Options” — “Templates & Sysprep” and “Library” — “Virtual disks”
sections for detailed information.

e Attach a virtual hard disk later. The new VM will be created without virtual hard disk. You
will be able to attach it later.
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With options “Create from existing virtual machine” and “Create from virtual machine template” the
Connect Virtual Hard Disk view will be a little different:

Create Virtual Machine (== S|
Connect Virtual Hard Disk

Add this hard disk

Disk Path: terStorage\Volume2\Template based on VM VM7"\Virtual Hard Disks\VM1 .vhdx|
Specify Source Disk Size: 15 5| GB
Seodiy Name o L ocation Original Disk Path: [\\node2\c$\ClusterStorage \Wolume2\tempates\ Template based on VI VM7\(c
Specify Generation
Assign Processor
Assign Memory
Configure Networking
Connect Virtual Hard Disk
Summary

<Previous | [ Net> |[ Fnish | [ Cancel

By default, the “Add this hard disk” option is marked, virtual disk size is set as originating virtual disk
size and the default path is selected. You may alter these parameters if necessary. If you unmark this
option, new VM will be created without any virtual hard disk.

Advanced features

If the VM is created on the host with OS Windows Server 2012 R2, the advanced features are
available when attaching a virtual hard disk. These features consist of managing the Quality of
Service by setting the minimum and maximum input/output operations per second (IOPS) for the
virtual hard disk attached to the VM and ability to enable virtual hard disk sharing. To set these
parameters, click the Advanced Features button on the wizard.

Note. The Advanced Features button appears on the wizard only for the hosts running Windows
Server 2012 R2, since the QoS management feature applies to these hosts only.
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The Advanced Features dialog will appear:

Advanced Features l;[i-

Quality of Service management

Specify Quality of Service Management for this virttual disk. Minimum and
maximum |OPS are measured in 8KB increments.

[ Enable Quality of Service management

Minimum: IOPS
Maimum: IOPS

Virtual hard disk sharing

Virtual hard disk sharing allows the virtual hard disk to be used as shared
storage by multiple virtual machnes at the same time.

[w] Enable virtual hard disk sharing

oK || Ccancel

QoS management

Tick the Enable Quality of Service management box to enable this feature and set minimum and
maximum IOPS in 8 KB increments. Click OK. Click Next on the wizard.

Virtual hard disk sharing

To enable virtual hard disk sharing, tick the Enable virtual hard disk sharing box to let the VHD be
used by multiple VMs simultaneously.
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Click Next to select OS installation options.

Attention! These settings are available only for the option “Create new virtual machine”.

Create Virtual Machine (= [= [

Installation Options

You can install an operating system now if you have access to the setup media or you can install it later.

Specify Source
Specify Name and Location O Install an operating system later
Specify Generation @® Install an operating system from a bootable CD/DVD-ROM

Assign Processor Media

Assign Memory
Configure Networking @ Image file (iso): J\.\CAUDEVCNNWso\SW_DVDS_WlndDws Svr_Std_and DataClr_2(]

Connect Virtual Hard Disk From Library
Installation Options

Summary

O Install an operating system from a network-based installation server.

<Previous | [ Net> |[ Fnmsh | [ Cancel

e Install an operating system later. When choosing this option, there will be no OS installed on
the VM during the creation process, but you will be able to install it later. To install OS on a
newly created VM, connect to it via 5nine Guest Console and select installation .iso file from
Media menu.

e Install an operating system from a bootable CD/DVD-ROM. Select the media type from
which to install the OS:

» Physical CD/DVD drive — Use this option to install the OS from physical CD or DVD drive
available on the host;

Note. This function is not available for Generation 2 VMs.

> Image file (.iso) — Use this option to install the OS from disk image file. You will have to
locate the file:

=  Click the Browse button and choose the path to the .iso file.

= (Click the From Library button and select the .iso image from the dialog

box below:
= Select ISO Template [= [ o [
Name Path Size
DOS6.22_bootdisk \\node 1\c$\s0\DOS6.22_bootdisk.iso 43 MB

Select | [ Cancel
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5nine Manager

ISO images should be previously copied to the location that is set as ISO library storage. Please refer
to the “Options” — “Templates & Sysprep” and “Library” — “I1SO images” sections for detailed
information.

e Install an operation system from a network-based installation server — Use this option to
install the OS from a network. This function is available for Generation 2 VMs only and when
the network adapter is connected.

Click Next.

Create Virtual Machine BE ]

Summary

You have successfully completed the New Vitual Machine Wizard. You are about to create the following
virtual machine:

Specify Source

Option Description
Specify Name and Location Name VM1
Specify Generation Generation Generation 2
3 Processors 16
Assign Processor Memory 512 MB (Dynamic Memory enabled: Minimum Memory: 32 MB, Maximum Me...
Assign Memory Network LocalNet
Gorhqure Nebworang Hard Disk C:\ClusterStorage'\Volume2\VM1\Vitual Hard Disks\VM1 (1).vhdx
Operating System Will be installed from image "\CAUDEV-CNNV\iso\SW_DVDS_Windows_S...
Connect Virtual Hard Disk
Installation Options To create the vitual machine and close the wizard click Finish’ button.

[V Start VM after creation

G

Review parameters for the new VM. To start the VM as soon as it is created fill in Start VM after
creation checkbox. Click Finish to complete the VM creation process.
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Creating a new virtual hard disk

To create a new virtual hard disk, first select the host on which the disk is created in 5nine Manager
object tree. The host can be either a separate entity or a part of the cluster. In the last case, the new
virtual hard disk will be created on the cluster shared volume and could be accessed by its nodes.

Click the ‘ﬁ (Create Virtual Disk) button on the main panel menu or Edit - Create Virtual Disk
menu command. The Create Virtual Disk wizard will be opened:

Create Virtual Disk [= o |

Choose Disk Format

What format do you want to use for the virtual hard disk?

Choose Disk Format Y'm‘a' declomt.
®
Choose Disk Type = _VH 2 ) X o i )
This format supports virtual hard disks up to 64 TB and is resilient to consistency issues that
Specify Name and Size might occur from power failures. This format is not supported in operating systems earlier
o than Windows 8.
Specify Disk Parameters
O VHD
Summary

Supports virtual hard disks up to 2 040 GB in size.

[ Ned> |[ Fnsh || Cancel

Set the format for the new virtual hard disk:

e VHDX (default setting) — the new virtual disk format that supports size up to 64 TB and is

able to protect itself from being corrupted due to power failures. Requires OS Windows 8 or
later.

e VHD —the older virtual disk format that supports size up to 2040 GB and can be used in
older OS Windows versions.

Note. If you click Finish at this or any of the following steps, the new virtual disk will be created with
the default parameters that were not altered during the creation process.
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5nine Manager

Create Virtual Disk [= o |

Choose Disk Type

What type of vitual hard disk you want to create?

Virtual disk type:
Choose Disk Format @ Dynamically Expanding
= This type of disk provides better use of physical storage space and is recommended for servers
Choose Disk Type running applications that are not disk intensive. The virtual hard disk file that is created is small

ial : :
S N A s inttially and changes as data is added

Specify Disk Parameters O Fixed Size
This type of disk provides better perfformance and is recommended for servers running
Summary applications with high levels of disk activity. The virtual hard disk file that is created inttially uses

the size of the virtual hard disk and does ot change when the data is deleted or added.

O Differencing

This type of disk is associated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent
disk, so that you can revert the changes easily. All children must have the same virtual hard disk
format as the parent (VHD or VHDX).

| < Previous || Next > |\ Finish \| Cancel

Set the type for the new virtual disk:

= Dynamic Expanding (default setting) — the virtual disk will be dynamically expanded or
reduced as the data is added or deleted. This type saves the physical hard drive space, but
reduces disk performance;

=  Fixed Size — the virtual disk size will remain unchanged as it is set regardless of the data
being written onto it. This type keeps the performance level, but does not save physical
space on the hard drive.

= Differencing — the virtual disk will be created as a child VHD(X) of an existing virtual disk. Any
further changes applied to a child do not affect the parent virtual disk. Child and parent disk
formats must match.

Click Next.

Create Virtual Disk [= [o N

Specify Name and Location

Specify the name and location of the virtual hard disk file.
Choose Disk Format Disk Path: IC:\GusterStcmge\Vclume1\NewDisk.vhdx ‘
Choose Disk Type
Specify Disk Parameters
Summary
[ <Previous | [ Net> | Fnsh  |[ Cancel |

Specify the name and location for the virtual hard disk file. The default location and name are
%\Users\Public\Documents\Hyper-V\Virtual Hard Disks\NewDisk.vhdx for locally created virtual hard
disks. You can change the default name and path by entering the desired values in the Disk Path
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field manually, or by clicking the Browse button and then selecting the location and entering the

desired file name in

the following dialog.

In the case you are creating a disk of a differencing type you will also have to specify the parent
virtual disk to create a child:

Choose Disk Format

Choose Disk Type

Specify Disk Parameters

Summary

Create Virtual Disk |L|i-

Specify Name and Parent

Specify the name and location of the virtual hard disk file.

Disk Path: [C:\.C]usterStomge\Volume 1\NewDisk .vhdx

|

Specify the virtual hard disk that you want to use as the parent for the new differencing virtual hard
disk.

Disk Path: [C:\Hyper-V\NewDisk (1).vhdx

l

l < Previous H Next > H Finish H Cancel

Specify the name and location for the parent virtual hard disk file. Use the Browse button for
convenience. Click Next.

Choose Disk Format
Choose Disk Type
Specify Name and Location

Summary

Create Virtual Disk |L|£-

Specify Disk Parameters

Set the size of the virtual disk (GB): 128 S+ (Maximum: 64 TB)
Set the block size of the virtual disk in Kb (0 = Auto): 0 5
Set the logical sector size, in bytes, of the virtual hard disk to be created:
® 512bytes
O 4 Kb (4096 bytes)
Set the physical sector size. in bytes, of the virtual hard disk to be created:

@® 512bytes
O 4 Kb (4096 bytes)

| < Previous | | Next > | [ Finish ‘ | Cancel

Specify parameters for the new VHD(X):

e Set the size of the virtual disk in GB. The default size is 128 GB. You can use the arrows to the
right of the field to alter this figure.

e Set the block size for the VHD(X), O sets autosize.

e Set the logical and physical sector size for the VHD(X): 512 bytes or 4096 bytes (4 Kb). 512 is
set as default.
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5nine Manager

Click Next.

Create Virtual Disk [= o s

e Summary
)

You have successfully completed the New Virtual Hard Disk Wizard. You are
about to create the following virtual hard disk:

Choose Disk Format

Option Description A
Choose Disk Type Format Vhdx
Specify Name and Location Type Dynamically Expanding
e Name NewDisk vhdx =
Specily Disk Parameters Location C:\ClusterStorage\Volume 1
BlockSize Auto
Logical Sector Size 512 bytes =

To create the virtual hard disk and close the Wizard click ‘Finish® button.

< Previous

Review the summary information for the new virtual hard disk and click Finish to complete the
creation process. The corresponding message will appear in the case of successful operation.
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Editing virtual hard disk

To edit an existing virtual hard disk, first select the host on which the disk is located in 5nine
Manager object tree. The host can be either a separate entity or a part of the cluster. It will only
affect the default location of the existing virtual disk, but you will be able to select either one during

the editing process. Click the 23 (Edit Virtual Disk) button on the main panel menu or Edit = Edit
Virtual Disk menu command. The Edit Virtual Disk wizard will be opened:

Edit Virtual Disk

Locate Disk

Where is the virtual hard disk file located?

(==

o o
Choose Action Do not edit a virtual hard disk associated with a virtual machine that has
;L\ checkpoints, has replication enabled, or associated with a chain of
Summary differencing virtual hard disks, Otherwise, data loss is most likely to occur.

Specify the location of the existing virtual hard disk file. The default location is
%\Users\Public\Documents\Hyper-V\Virtual Hard Disks for virtual hard disks located on the local
host. Click the Browse button and then select the existing virtual hard disk.

The full path of the selected virtual hard disk will be shown in the field. Click Next:

Edit Virtual Disk

Locate Disk

Where is the virtual hard disk file located?

BE |

[C:\Hyper-V\Virtual Hard Disks\svhd vhdx | [ Browse
Choose Action Do not edit a virtual hard disk associated with a virtual machine that has
A checkpoints, has replication enabled, or associated with a chain of
Summary differencing virtual hard disks, Otherwise, data loss is most likely to occur.
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Locate Disk © Compact
= This option compacts the file size of a vitual hard disk. The storage capacity of
the virtual hard disk remains the same.
Summary O Convert

Edit Virtual Disk [= [o ]

Choose Action

What do you want to do to the virtual hard disk?

This option converts a virtual hard disk by copying the contents to a new virtual
hard disk. The new virtual hard disk can use a different type and format than
the original virtual hard disk.

O Expand

This option expands the capacity of the virtual hard disk.

O Shrink

This option reduces the storage capacity of the virtual hard disk.

|<PreviousH Next > || Finish H Cancel I

Choose from the following actions, which will depend on what you want to do with the virtual hard
disk:

e Compact. This option will reduce the size of the virtual hard disk, but the storage capacity

will remain the same. Click Next.

e Convert. This option will copy the existing virtual hard disk to a new virtual hard disk. At the

next step, you will be able to choose a different type and format than the original virtual
hard disk.

e Expand. This option will expand the capacity of the existing virtual hard disk.

e Shrink. This option will reduce the storage capacity of the virtual hard disk. This applies only

to the virtual hard disks with fixed size.

Click Next. The following steps will vary depending on the action selected.

S
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Compact action:

Edit Virtual Disk [= [o ]

Summary

You have successfully completed the Edit Virtual Hard Disk Wizard. You are about
to make the following changes:

Locate Disk = o
Option Description

Choose Action VHD Location C:\Hyper-V\Virtual Hard Disks'\svhd - Copy.vhdx
Action Compact

To perform the action on the vitual hard disk and close the Wizard click ‘Finish’
button.

e

Review the summary for compact action and click Finish to complete the editing process of the
virtual hard disk.

Convert action:

Edit Virtual Disk [= [o ]

- Configure
L (Y
Configure the virtual disk.
Locate Diak I?isk format: E)isk type:
: ® VHDX (O Dynamically Expanding
Choose Action . =
() VHD ® Fixed Size

Summary Specify the name and location of the virttual hard disk file.

Disk Path: [C:\Hyper-V\Virtual Hard Disks\svhd - Copy.vhdx |

I(PreviousH Next > Il Finish || Cancel I

Reconfigure the parameters to convert the existing virtual hard disk:

e Disk format. Select the format VHDX or VHD for the converted disk. Omit this parameter if
you want to leave it the same as the original virtual hard disk.

o Disk type. Select the type for the converted disk. Omit this parameter if you want to leave it
the same as the original virtual hard disk.
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o Disk Path. Specify the name and location for the virtual hard disk file. The default location
and name are % C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\NewDisk -
Copy.vhdx for local virtual hard disks.

You can change the default name and path by entering the desired values in the Disk Path field
manually or click the Browse button and then select the location and enter the desired file name.

Click Save and then click Next.

Edit Virtual Disk [= [o ]

Summary

You have successfully completed the Edit Virtual Hard Disk Wizard. You are about
to make the following changes:

Locate Disk

Option Description
Choose Action VHD Location C:\Hyper-V\Virtual Hard Disks\svhd .vhdx
Configure Max Size 10GB
summary || e
Corfiguration Fomat: Vhdx; Type: FixedSize
Destination File C:\Hyper-V\Virtual Hard Disks\svhd - Copy.vhdx

To perform the action on the virtual hard disk and close the Wizard click “Finish’
button.

| [ =

Review the summary for convert action and click Finish to complete the editing process of the virtual
hard disk.

Expand action:

Edit Virtual Disk - o N

Configure

What size do you want to make the virtual hard disk?
Locate Disk New size (GB): |7 : (Curmrent size: 6 GB; Maximum: 64 TB)
Choose Action
Configure
Summary
< Previous ] l Next > | I Finish | I Cancel
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5nine Manager

Set the new size of the virtual disk in GB. You can use the arrows to the right of the field to set this
figure. The maximum size depends on the virtual hard disk format — 64 TB for VHDX and 2040 GB for
VHD. Click Next.

Edit Virtual Disk [= [o ]

Summary

You have successfully completed the Edit Virtual Hard Disk Wizard. You are about
to make the following changes:

Locate Disk = o

; Option Description
Choose Action VHD Location C:\Hyper-V\Virtual Hard Disks\svhd - Copy.vhdx
Configure Max Size 6GB

Csummary | i e
amtidatdiid / Corfiguration Will be expanded to 7 GB

To perform the action on the vittual hard disk and close the Wizard click ‘Finish’
button.

| ] Ca]

Review the summary for the expand action and click Finish to complete the editing process of the
virtual hard disk.

Shrink action:

Edit Virtual Disk [= [o ]

Choose Action

What do you want to do to the virtual hard disk?

Locate Disk O Compact

= This option compacts the file size of a virtual hard disk. The storage capacity of
Choose Action the virtual hard disk remains the same.
Summary O Convert

This option converts a virtual hard disk by copying the contents to a new virtual
hard disk. The new virtual hard disk can use a different type and format than
the original virtual hard disk.

O Expand

This option expands the capacity of the virttual hard disk.

® Shrink

This option reduces the storage capacity of the virtual hard disk.

I(Previous” Next > H Finish H Cancel I

This option will reduce the storage capacity of the virtual hard disk. This only applies to fixed size
virtual hard disks.
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5nine Manager

Edit Virtual Disk

Summary

You have successfully completed the Edit Virtual Hard Disk Wizard. You are about
to make the following changes:

Locate Disk

Option Description

Choose Action VHD Location C:\Hyper-V\SQL-Server177\Virtual Hard Disks\SQL-...
Action Shrink
Corfiguration Will be shrinked to 20 GB

To perform the action on the vitual hard disk and close the Wizard click ‘Finish’
button.

] [ =

Review the summary for shrink action and click Finish to complete the editing process of the virtual
hard disk.
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5nine Manager

Operations with virtual machines

All the operations with the existing VMSs are done on the Hyper-V Manager tab:

FSummari 1 Hyper-V Manager l\ﬁrtual Network Manager | Optimizer | Library | System Status Report | Best Practices Analyzer | Hyper-V Logs | Monitor 1 Antivirus ‘

Virtual Machines 3'1 Connect ~ @ Settings @Tum Off o Shutdown E Save “ Pause () Reset {D Checkpoint *J Revert EIJ Rename 3 Clone/Export ‘;" Move Wizard
v Find Clear
Name State CPU Usage Assigned Memory Memory Demand Memory Status Uptime Status Replication Health Host
;l Snine-MVA off NotApplicable NODE2.dev.local
f! Shine-SCVMM Running 0% 2GB 902MB OK 1.00:02:03 NotApplicable NODE2.dev.local
I3 Snine-vPS off NotApplicable NODE2.dev.local
f! Cloud-Cruiser Running 0% 2GB 2GB OK 1.00:10:13 NotApplicable NODE2.dev.local
;‘ DEV-DC2 Running 0% 992 MB 834MB OK 1.00:22:32 NotApplicable NODE2.dev.local
ll?! VM2 Running 0% 1024MB 432MB OK 1.00:10:31 NotApplicable NODE2.dev.local
f,' Win2012R2 Running 0% 512MB 303MB OK 1.00:10:30 NotApplicable NODE?2.dev.local
’fﬁ windows2012r2-4 Running 0% 638 MB 543 MB OK 1.00:10:24 NotApplicable NODE2.dev.local
;] windows2012r2-16 Off NotApplicable NODE2.dev.local
r! Windows2012r2-16-1 Running 0% 1024MB 748 MB OK 1.00:09:59 NotApplicable NODE2.dev.local
! Checkpoints
=l DEV-DC2 - (5/18/2015 - 7:05:04 PM)
b Now
DEV-DC2 (& Insert Integration Services Disc
Created: 10/11/2014 1:31:57 PM VM ID: 799946eb-5115-4bd5-ab 7-De56b8e48b2a
Notes: HCLUSTER-INVARIANT#:(b9780ee2-570  VHD Path: C:\Users\Public\Documents\Hyper-V\Virtual Hard
9492>-a9%d 68 ad851b} Heartbeat: OK (Applications Healthy)
Version 50 Assigned memory: 992 Mb
Generation: 2 Clustered: No
Integration Services: 6.3.9600.16384 (Up to date) 0OS Version: Windows Server 2012 R2 Standard (6.3.9600)
General ‘ Replication |

View settings

The following options are available to configure the view of the Hyper-V Manager tab and displaying
virtual machines:

e Choose columns to display. Right click on the headers’ area of the VMs list and then click
Column Chooser:

Customization .
CPU Usage =
Fully Qualified Domain Name
Guest Operating System
IPv6 address
Memory Demand
Notes
RDP IP address
RDP IPv6 address
State
VM Id

Drag-n-drop columns between the displayed area and this dialog box to customize the displayed
columns set. Right-click on the column will also add it to the displayed area. The Remove this
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column context menu command will move the unwanted column from the displayed area back to

the dialog box.

e Search VMs. 5nine Manager can search and filter VMs list by VM name:

win

Name

State

CPU Usage  Assigned Memory

[» [ Win2012R2-tmpl OFF
L} Windows2012-3 Saved

Find

Memory Demand

Clear

Memory Status

Enter the wanted symbols in the row and the VMSs' list will be filtered accordingly. You also can use
the Find button while 5nine Manager still looks up for you automatically. Click the Clear button to
drop the search/filter criteria.

e Auto Filter. This feature allows selecting/filtering VMs by any search parameter: name, state,
CPU usage etc — by any column. To enable auto filter, right click on the columns’ headers
area and select the Show Auto Filter Row command. The upper row will appear above VMs

list:

T State
|® No... win Off
' win2012R2-tmpl  Off

Name

v Find Clear

CPUUsage  Assigned Memory  Memory Demand  Memory Status | Uptime

0.00:00:00

{
NotApplicable DEMO-NODE 1 (DEMO-NODE 1. Snine.local)

Status  Replication Health  Host |

Type or select from the list (where applicable) the wanted value — the VMs list will be immediately
filtered in accordance with these criteria. You may hide auto filter with the Hide Auto Filter Row
command and still be able to apply it by clicking on the sign on the tiny funnel sign on the right of

Name
each column;

4
G

Then select the values from the list. Custom auto filter — (custom) value allows using of logical

expressions:

Show rows where:

Name

Does nth equai
() And
Is Iike

@

Custom AutoFilter
v | SNine-SCVMM
© or
v 'wirn

Cancel

To edit filter, click the Edit Filter button on the right, then select/enter the necessary parameters —
all items in the Filter Editor dialog box are clickable:

5NINE

SOFTWARE

© 2009-2016 5nine Software, Inc. All rights reserved.
Security & Management Solutions for Hyper-V and Windows Server




[ Filter Editor -
Or
- [Memory Status] Equals OK
‘... [Memory Status] Is blank

OK Cancel

To enable/disable filter use the checkbox located under the VMs list. Filter criteria history is also
available. Click x to remove the filter:

| % i/ Memory Status] = 'OK' And [Name] ='DEV-DC1' '~
' | [Memory Status] = 'OK'
h [Memory Status] Like ‘critical' And [Memory Demand] ="
=. | [Memory Status] Like ‘critical’
.| Memory Status] = 'OK' Or Is null or empty([Memory Status])
[Memory Status] = 'OK' And Is null or empty([Memory Status]) |
L | [Memory Status] = 'OK' Or [Memory Status] = 'Critical’ ‘

(A

e Best content fit for columns. When you are done with customizing displayed columns set,
use either the Best Fit context menu command for each column or the Best Fit (all columns)
context menu command to best fit the content for all displayed columns as better as
possible.

e Group VMs by column. This feature helps you to group VMs by different criteria for your
convenience.

Standard operations

5nine Manager supports standard operations with virtual machines (corresponding right-click
commands are also available for these actions). Group operations with virtual machines are also
supported. For this purpose, you need to select several VMs and run appropriate command.

e Start. To start the VM, click the Start button on the Hyper-V Manager tab menu panel.

e Turn off. To turn the VM off, click the Turn Off button on the Hyper-V Manager tab menu
panel.

e Shut down. To shut the VM down, click the Shutdown button on the Hyper-V Manager tab
menu panel.

e Save. To save the VM, click the Save button on the Hyper-V Manager tab menu panel.

e Pause/Resume. To pause or resume the VM, click the Pause (Resume) button on the Hyper-
V Manager tab menu panel.

e Reset. To reset the VM, click the Reset button on the Hyper-V Manager tab menu panel.

e Checkpoints: Create, Delete, Apply, Revert, Rename.
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> To create a Checkpoint for the VM, click the Checkpoint button on the Hyper-V
Manager tab menu panel. Checkpoint will appear in the lower window in
approximately one minute:

A Checkpoints
__3,,. MGMT-Server177 - (6/20/2014 - 5:14:46 AM - initial cfg + MS SQLEXPRESS)

Further clicks on the Checkpoint button will create subsidiaries to the previous Checkpoint:

A Checkpoints

23 MGMT-Server177 - (6/20/2014 - 5:14:46 AM - initial cfg + MS SQLEXPRESS)
= 3:‘;. MGMT-Server177 - (6/25/2014 - 10:59:57 AM)
B Now

> To revert the VM to its last taken Checkpoint, click the Revert button on the Hyper-V
Manager tab menu panel. Confirm the operation.

> To apply any Checkpoint from the tree to the VM, select the necessary Checkpoint
and click the Apply button in the lower window panel or by using an appropriate
context menu command. Confirm the operation.

> To delete the selected Checkpoint, click the Delete button in the lower window
panel or Delete with sub-tree button, which will delete the whole sub-tree (the
same context menu commands are also available).

» To rename the selected Checkpoint, click the Rename button in the lower window
panel (or by using the context menu) and then enter the new Checkpoint name in
the dialog:

Rename Checkpoint .

MGMT-Server177 - (6/25/2014 - 10:59:57 AM) [

0K || Cancel |

e Rename. To rename the selected VM click the Rename button on the Hyper-V Manager tab
menu panel and then enter the new VM name in the dialog:

Rename Virtual Machine .

MGMT-Server177 [

L 0K || Cancel |

e Delete. To delete the VM, you have to turn it off first. Then the Delete button becomes
available on the Hyper-V Manager tab menu panel. Click it and confirm the operation:
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Clear the VM configuration folder

Delete virtual machine ‘New Virtual Machine’ .

O Are you sure you want to delete the selected Virtual Machine?
|
j Delete virtual hard disks attached to this VM

Yes | |

No

You can either delete virtual hard disks attached to this VM or leave them untouched and clear or

leave the VM configuration folder.

e Connect to a VM via Guest Console or RDP, when it is possible. To connect to the VM using
5nine Guest Console, double-click on the VM or click the Connect button on the Hyper-V
Manager tab menu panel (VM context menu command is also available at your choice).

The same operations are available in the Guest Console menu — Start, Turn Off, Shut Down, Save,

Create Checkpoint, Pause/Resume, Revert:

File Action Media View Clipboard Help

QOHNQ 59 ,®

Administrator

Password

< m
Status: Connected to Web-Server177 on win2012R2-Gateway

‘a Web-Server177 on win2012R2-Gateway - 5nine Guest Console Hi-

Connect via RDP option allows you to choose from the DNS name, IP v4 and IP v6 addresses, to

perform the Remote Desktop Connection.
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Connect via RDP -

| Remote
“>¢) Connection

Select the endpaoint you want to connect to

Windows2012R2-2.cloud.5nine.com W

Windows2012R2-2.cloud.5nine.com
10.16.107.54

fedl:2lacVeees87dE 7209514

Adding and removing VM to/from cluster

To remove a clustered VM from cluster, select the cluster in the 5nine Manager object tree, and

then select the VM that you need to remove from cluster and right click on it. Select the Remove
From Cluster option.

If you want to add a non-clustered VM to a cluster, select the Add to Cluster option. Make sure you
have moved the VM configuration to the CSV prior to adding it to a cluster (please refer to the “VM
Migration” — “VM migration using Move Wizard” subsection below).

Configure VM network settings

5nine Manager lets you change IPv4 network settings of a VM without accessing guest OS. This
feature is available from VM context menu — Set IP address command. If VM has more than one
Network adapter, you have to choose the necessary one prior to configuring the IP properties:

a2 Select Network Adapter for IP adrress configuration [= o]

Network Adapter: | Network Adapter 0 (N1000V) v

Network Adapter 0 (N1000
Network Adapter 1 (Broadcom BCM57D8(IZ NetXtreme |l (’SilgE {NDIS VBD]

a2 Select Network Adapter for IP adrress configuration [= o]

Network Adapter: | Network Adapter 0 (N1000V) v |

| ok || cancel |
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Configure the IPv4 properties:

Internet Protocol Version 4 (TCP/IPv4) Properties  []

You can get IP settings assigned automatically if your network supports this
capability. Otherwise, you need to ask your network administrator for the
appropriate |P settings.

(O Obtain an IP address automatically

(® Use the following IP address:

IP address: 192.168. 1 . 35
Subnet mask: 255.255.255. 0
Default gateway: 192 .168. 1 . 1

(©) Obtain DNS server address automatically

(® Use the following DNS server addresses:

Prefered DNS server: 192.168. 1 . 1
Altemate DNS server: 192 .168. 1 . 2
i oK || Cancel

Click OK. The new IP v4 configuration will be applied to the VM.
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Import VM

To import VM press the o0 (Import VM) button on main panel menu or Edit - Import VM menu
command. The Import Virtual Machine window will be opened:

e Import Virtual Machine | = | © [BIGHN |

Specify the directory that contains VM data:
IC:\Hyper-V\Web-Serveﬂ 77\Virtual Machines' l | Browse... |

Definition file path
Specify the location of VM's system definition file (*xml or *.exp):

|C:\Hyper-V\Web-Server177\Vitual Machines\F2795FB4-A2334| | Browse... |

Specify Configuration File directory for imported VM:
|C:'\Hyper-V\lmported VMs ] | Browse... |

Specify storage directory for imported VM:

|C:\Hyper-V\.lmported VHDs | | Browse... |
[] Store VHD in VM directory

Specify custom name for imported VM

VM Name: |Web-Sen/er2 l

S

e Specify the directory that contains VM data. Default location
(%ProgramData%\Microsoft\Windows\Hyper-V\Exported Virtual Machines\).

e Specify the location of VM’s system definition file (.xml or *.exp). Default location
(%ProgramData%\Microsoft\Windows\Hyper-V\Exported Virtual Machines\).

e Specify configuration file for the imported VM. Default location
(%ProgramData%\Microsoft\Windows\Hyper-V\Imported VMs\).

e Specify storage directory for imported VM. Default location
(%Users%\Public\Documents\Hyper-V\Virtual Hard Disks\Imported VHDs\).

e With enabled option Specify custom name for imported VM, you can type the new name for
the imported VM into VM Name field.
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Export VM

To export your VM, right click on the VM and select the Export command. The Export Virtual
Machine wizard will appear:

Export Virtual Machine [= [ S|

Export Virtual Machine

Specify where you want to save the files.

10:\Ouster5mrage\Volume1\Exported Vitual Machines\VM-T1 | | Browse...

Summary

| > H Finish H Cancel

Edit the path where you would like to save exported VM files if necessary (the default path is
<current VM location>\Exported Virtual Machines\<VM name>). Use the Browse... button to select
the target location. Click Next.

Export Virtual Machine [= [ S|

Summary

You have successfully completed the Export Virtual Machine Wizard. You are about to make the
following changes:

Option Description

VM Name VM-T1

VM Id {92d4e023-6367-42ec359-dcSdefeb011d}

Export Path C:\ClusterStorage\Volume 1\Exported Virtual Machines\VM-T1

To perform the export action on the vitual machine click *Finish’ button.

[ermma] [ e | [ ] [ ]

Review the summary and click Finish to perform the export operation.
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Clone VM

To clone your VM, right click on the VM and select the Clone command. The Clone Virtual Machine

wizard will appear:

Clone Virtual Machine [= [ S|
Clone Virtual Machine
Specify the path for temporary exported virtual machine data:
10:\Ouster5torage\Volume1\Exported Vitual Machines | | Browse...
Details
Summary Specify the name for new VMs which will also be applied to the names of VHDs attached to the VM:
[vM-T2- clone
Specify how many clones you want to create:
1 3
Specify the destination folder for the clones’ config:
[C:’\ClusiefStorage\Volumﬂ\Imported VMs | | Browse... |
Specify the destination folder for the clones’ storage:
[C:\OusterStomge\Volume1\Imported VHDs | | Browse... |
["] Store clone(s) VHD{x) in same directory as original VM
[ Net> |[ Fnsh |[ Cancel |
e Edit the path to save temporary exported VM files if necessary (the default path is <current
VM location>\Exported Virtual Machines). Use the Browse... button to select the target
location.
e Enter the name for VM clone. The default name is <VM name> - clone.
e Set the number of clones. A maximum of 100 clones can be created. The default number is
1.
e Edit the path for the clones’ configuration files if necessary (the default path is <current VM
location>\Imported VMs). Use the Browse... button to select the target location.
[ ]

Edit the path for the clones’ storage if necessary (the default path is <current VM

location>\Imported VHDs). Use the Browse... button to select the target location.

Click Next to review the details and summary of the VM cloning operation and then click Finish to
perform the operation.

SOFTWARE
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Clone Virtual Machine e

Summary

You have successfully completed the Clone Virtual Machine Wizard. You are about to make the
following changes:

ek Option Description
Details VM Name VM-T2
m VM Id db4ec0b0-5956-415d-afd4-e7e8ed 157c58
Temporary export path ~ C:\ClusterStorage'\Volume 1\Exported Vitual Machines
Number of clones 3]

Cloned VM 1 Information: Name: 'VM-T2 - clone’, configuration path: C:\ClusterStorage'\Volume1...

To perform the clone action on the virtual machine click ‘Finish’ button.

VM Migration

VM migration using Move Wizard

This operation allows moving VM with/without its storage or a VM storage only to another Hyper-V
host. This operation is available in both clustered and non-clustered environments. The Hyper-V
hosts must be trusted with Kerberos Constrained Delegation (KCD) properly set up to make this
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i i - = Move Wizard
operation possible’. To open Move Wizard you must select a VM, then press the 2> Move Wizas

button on the Hyper-V Manager tab menu panel, or right click on VM and select Move Wizard.

Move 'Windows2012R2-4' VM Wizard on 'node1’ [= [o S|

—
= CJI Choose Move Type

Ty

4

What type of move do you want to perform?

Choose Move Type ® Move the virtual machine

Move the virtual machine and. optionally, its storage to another computer

Specify Destination s Y
Choose Move Options (O Move the vittual machine’s storage
Virtual Machine Move the virtual machine's storage to another location, either on this server or

on shared storage.
Summary

You can Move the virtual machine or Move the virtual machine’s storage here.

Once you make your selection, press the Next button.

Move 'Windows2012R2-4' VM Wizard on ‘node1" |;|£-
DL
='Ep Specify Destination

Specify the destination computer.

Select host: |node2 v]

Choose Move Type
= e <None>
node 1.cloud.5nine.com

Choose Move Options

Virtual Machine

Summary

[reen ] o]

In the Specify Destination tab select the destination computer to move VM to and click the Next
button.

1 For more information about KCD, please refer to http://technet.microsoft.com/en-us/library/cc995228.aspx
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5nine Manager

1

-

\

Y ¢

Choose Move Type
Specify Destination

Summary

Choose Advanced Options

Move ‘Windows2012R2-4' VM Wizard on ‘node1"

Choose Move Options

What do you want to do with the vitual machine’s tems?

(O Move the virtual machine's data to single location
This option allows you to specify one location for all of the virtual machine'’s
items.

® Move the vitual machine’s data by selecting where to move the items
This option allows you to select the location of each item to be moved.

(O Move only the virtual machine

This option allows you to move the virtual machine without moving its virtual
hard disks. The vitual machine’s virtual hard disks must be on shared storage.

|<Previous II Next > || Finish H Cancel I

In the Choose Move Options tab you can choose one of several options:

Move the virtual machine’s data to a single location (this option allows you to specify one
location for all of the virtual machine’s items):

e I
ey

QUL

>

Choose Move Type

Virtual Machine

Summary

Move 'Windows2012R2AVHDX-G2-1' VM Wizard on ‘node1* | = | = [

Choose Move Options

What do you want to do with the virtual machine’s items?

(®) Move the virtual machine's data to single location
This option allows you to specify one location for all of the virtual machine’s
items.

(O Move the virtual machine's data by selecting where to move the items
This option allows you to select the location of each item to be moved.

(O Move only the virtual machine’s virtual hard disks

This option allows you to specify locations to move the vitual machine’s virtual
hard disks.

e ] [ ]

When you press the Next button, you must choose a folder for Destination location.
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5nine Manager

Move 'Windows2012R2-4' VM Wizard on node1" [ [= e
= £ Virtual Machine
=
Specify a location on the destination computer for the virtual machine’s items.

Chooss Mo Tyne Destination location

: e 45 Folder: IC:‘\Hyper-V l | Browse...
Specify Destination
Choose Move Options Source location
Virtual Machine EEE 2
Summary

| < Previous II Next > || Finish H Cancel I
e Move the virtual machine’s data by selecting where to move the items. This option allows

you to select the location of each item to be moved.

Move only the virtual machine’s virtual hard disks. This option allows you to specify
locations to move the virtual machine’s virtual hard disks.

When you press the Next button, you must choose Items to Move:

(==

Move 'Windows2012R2-4' VM Wizard on ‘node1"

)

='Ep Select Items to Move
Select the items you want to move.
Choose Move Type [wi WINDOW1-4_4B3361 FE-DFB3-40F5-B243-F34030F58E46 avhdx
[w] Current configuration
Specify Destination [w] Checkpoints
Choose Move Options [ Smart Paging
Choose Advanced Options
Select Al | [ Clear Al
Specify New Locations et
Name: WINDOWS2012R2-4_4B3361FE-DFB3-40F5-B249-F9409
Summary Folder: C:\hyper-v
Size: 2GB
Available space: 320GB
[ren | o]

In the Specify New Locations tab, you must choose new locations for the items:

SOFTWARE
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Move 'Windows2012R2-4' VM Wizard on ‘node" [= [= ]
e
'Ep Specify New Locations
-F
Specify new location for each item.
Choose Move Type [ tem New location ‘
Specify Destination » WINDOWS2012R2-4_4B3361FE-DFB3-... [ea\o 0.2V |
. Current configuration C:\Hyper-V\Virtual Machines \
Choose Move Options } |
. Checkpoints C:\Hyper-V\Checkpoints [
Choose Advanced Options . 1
Smart Paging |C:\Smart Paging |
Select ltems to Move e R —— ord
Summary
< Previous I l Next > | I Finish I I Cancel

Live and quick VM migration

These operations apply to clustered VMs. To move the VM between nodes that joined into a cluster,
first select the cluster in the 5nine Manager object tree, and then select the VM that you need to
move to another node and click the Move button on the Hyper-V Manager tab menu panel.

Select Node [= o S

Select node: ’Best Possible Node v |

Migration Type
(O Quick Migration

(® Live Migration 0K [ l Cancel

e Select either “Best possible node” so that the system will choose it automatically or select
the exact node you would like the VM to be moved to.

e Select migration type:

> Quick Migration. With this option a virtual machine will be migrated to another
node as quickly as possible, but it will be switched to the saved state during the
operation. That means access to this virtual machine will be temporarily lost until it
returns to the running state on the new node. This operation is applicable to virtual
machines in any state — active (running), paused, saved or off.

> Live Migration. With this option a virtual machine will be migrated without switching
to the saved state and losing the access. This operation is applicable to virtual

machines that are in active (running) state only.

e C(Click OK to start migration.
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Changing VM settings

To change VM settings, click the Settings button on the Hyper-V Manager tab menu panel. The

Settings wizard will be opened (most of the settings can be altered only when the VM is in the “Off”
or “Saved” state):

Settings for ‘Windows2012R2-5' on node2’ [=[= [
]| Add Hardware Add Hardware
1A Fimware You can use this setting to add devices yo your virtual machine.
i Memory Select the device you want to add and click the Add button.
Processor

5 Network Adapter
&3 SCSI Controller Fibre Channel Adapter
& Hard Drive

) DVD Drive

U Network Adapter

f_" Management

o] [ ]

On the “Add Hardware” branch, select the type of device you want to add. Click the SCSI controller

button so that you can attach a virtual hard disk, Network Adapter, and/or Fibre Channel Adapter.
Click the Add button.

You will be redirected to the new SCSI controller or network adapter.

Configuring a SCSI controller:
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5nine Manager

Settings for 'Windows2012R2-5' on 'node2" EE
“1l Add Hardware SCSI Controller
1A Fimw:
I Frmware You can add hard drives to your SCSI controller or remove the SCSI controller
B# Memory from the virtual machine.
H
ffocessoc Click Add to add a new hard drive to this SCSI controller.
&2 SCSI Controller
= .
& Hard Drive DVD Drive
&) DVD Drive

@ Network Adapter

w

"_" Management

You can configure a hard drive to use a virttual hard disk or a physical hard disk
after you attach the drive to the controller.

To remove the SCSI controller from the virtual machine, click Remove. All vitual
hard disks attached to this controller will be removed but not deleted.

Remove

ok [ ] o]

Select the “Hard drive”. Click the Add button to attach virtual hard drive.

Settings for 'Windows2012R2-5' on 'node" [= [ = S|

Y1l Add Hardware Hard Drive
L™ v

i Fimware You can change how this virtual hard disk is attached to the vitual machine. if an
Memory operating system is installed on this disk, changing the attachment might prevent
the virtual machine from starting.

Processor
B2 SCSI Controller Controller: Location:
# Hard Drive SCS| Controller v‘ [Oﬂn use) v
U Network Adapter
¥ Management ® Virtual hard disk:

Media
You can compact or convert a virtual hard disk by editing the associated
file. Specify the full path to the file.

lC:\)'lyper-v\windowSZN 2R2-16\WINDOWS2012R2.VHDX |

| Create || Edit H Inspect H Browse... |

O Physical hard disk:

Disk 2 10.00 GB Bus 0 Lun 2 Target 0

To remove the virtual hard disk, click Remove button. This disconnects the disk

but does not delete the associated file.

[ ok [[ canca [ oy |

You are able to select the controller through which the new virtual hard drive will be connected to
the VM; the newly added controller is set by default. If you change this value, the virtual hard disk
will be immediately moved to the new controller. Select the location from 0 to 63 (“0” or “next free’
if there are other HDs connected to a controller is set by default; “in use” means that this location is

taken).

4
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To add a virtual hard disk to the VM, you can either use the existing disk (and then edit it if
necessary), or create a new one.

To create the new virtual hard disk, click the Create button to call out the Create Virtual Disk wizard
(please refer to the “Creating a new virtual hard disk” section).

To select the existing virtual hard disk, click the Browse button and locate the vhd/vhdx file in the
file system.

To edit virtual hard disk, click the Edit button to call out the Edit Virtual Disk wizard. Editing virtual
hard disk process is described in the ’Editing virtual hard disk’ section. Review the summary

information for the edited virtual hard disk and click Finish to complete the editing process.

To inspect the virtual hard disk, click the Inspect button to get the disk information:

Virtual Hard Disk Properties .

General

Format: AVHDX

Type: Differencing

Location: C:\Hyper-V\Web-Server177\Virtual Hard Disks

File Name: Web-Server177_FDB2F3BD-74E3-460E-BA23-244E6F2F.

Curmrent File Size: 804 MB

Maximum Disk Size: 15GB

Advanced features

If the VM is created on the host with OS Windows Server 2012 R2, the advanced features are
available when attaching a virtual hard disk. These features consist of managing the Quality of
Service by setting the minimum and maximum input/output operations per second (IOPS) for the
virtual hard disk attached to the VM and ability to enable virtual hard disk sharing. To set these
parameters, click the Advanced Features button on the wizard.

Note. The Advanced Features button appears on the wizard only for the hosts running Windows
Server 2012 R2, since the QoS management feature applies to these hosts only.
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The Advanced Features dialog will appear:

Advanced Features [:_L'l-

Quality of Service management

Specify Quality of Service Management for this virtual disk. Minimum and
maximum IOPS are measured in 8KB increments.

[v] Enable Quality of Service management

Minimum: IOPS
Maximum: IOPS

Virtual hard disk sharing

Virtual hard disk sharing allows the virtual hard disk to be used as shared
storage by multiple virtual machnes at the same time.

[v] Enable virtual hard disk sharing

oK || Cancel

e Tick the Enable Quality of Service management box to enable this feature and set minimum
and maximum IOPS in 8 KB increments. Click OK. Click Next on the wizard.

e To enable virtual hard disk sharing, tick the Enable virtual hard disk sharing box to let the
VHD be used by multiple VMs simultaneously.

To remove (disconnect) a virtual hard disk from the VM, click the Remove button.

Select the “Physical hard disk” option to attach a physical hard disk to the virtual machine. The list of
available physical disks will appear in the drop-down box:

(® Physical hard disk:
Disk 2 10.00 GB Bus 0 Lun 2 Target 0 v

Disk 2 10.00 GB Bus 0 Lun 2 Target 0
Disk 1 300.00 GB Bus 0 Lun 1 Target 0
Disk 3 520.00 GB Bus 0 Lun 3 Target 0

Configuring a virtual network adapter:
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Settings for 'Windows2012R2-5' on 'node" EE
"1l Add Hardware Network Adapter
1A Fimware Specify the configuration of the network adapter or remove the network adapter.
@ Memory -
I 5
Processor General | Advanced Settings
&2 SCSI Controller Virtual switch:
@ Hard Drive Localnet v

I Network Adapter
L MAC Address
5] Management N

@® Dynamic

O Static

00| - (15| - |5D| - |DB| - |6E| - |59

[¥] Enable MAC address spoofing
[ Enable virtual LAN identification
VLAN ID

The VLAN identifier specifies the vitual LAN that this virtual machine will
use for all network communications through this netwok adapter.

To remove the network adapter from this vitual machine, click Remove button.

ok (G ] o]

e Select the necessary virtual switch to connect the VM to from the list (please refer to the
“Network configuration” section to find out how the Hyper-V virtual switch is created).

e Select MAC address obtaining option — Dynamic to set the virtual NIC physical address
dynamically, or Static — and enter the MAC address manually (the default value is present).

e Tick Enable MAC address spoofing to enable masking of the virtual NIC MAC address if
necessary.

e Tick Enable virtual LAN identification and then enter the VLAN identifier (number) if the VM
is supposed to use VLAN for all network communications through this virtual network

adapter.
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Virtual NIC advanced settings

The following advanced virtual network features can be configured on the Advanced Settings tab:

_ General[ Advanced Settings |

[] Enable NIC teaming Bandwidth Management
[] Enable DHCP Guard Specify how this network adapter
utili etwork bandwidth (0 f

[] Enable Router Guard ur;:é?nnd eg)o Sl
Protected network =
Port mirroring: Minimum: 05 v Mbps
l Nore G Maximum: 1.0 S| Mbps

Hardware Acceleration

Enable VMQ

[] Enable SR-IOV

|Psec task offloading

Maximum number: 512 & Offloaded SA

e Enable NIC teaming.
e Enable DHCP Guard.
e Enable Router Guard.

e Protected network. The VM will be moved to another cluster node if the network connection
problem occurs on the current node (in the clustered environments).

e Port mirroring: Destination or Source. Will send copied packets to another VM that is
configured for monitoring (if there is such available).

e Bandwidth management options: minimum and maximum allowed levels of network
bandwidth utilization for virtual network adapter (“0” is set for unrestricted utilization and it
is default value for both thresholds).

e Hardware acceleration options:
> Enable VMQ (Virtual Machine Queuing).
> Enable SR-I0V (Single Root Input/Output Virtualization).

e |Psec tasks offloading. Maximum number of security associations (SA) to be offloaded from
the processing by guest OS means to the physical NIC to support it. Range from 1 to 4096,

the default value is 512.

To remove the virtual network adapter from the VM, click the Remove button.

5 N I N E © 2009-2016 5nine Software, Inc. All rights reserved.

SOFTWARE Security & Management Solutions for Hyper-V and Windows Server




Configuring a legacy network adapter. A legacy network adapter works without installing a virtual
machine driver. The legacy network adapter emulates a physical network adapter, multiport DEC
21140 10/100TX 100 MB. A legacy network adapter also supports network-based installations
because it includes the ability to boot to the Pre-Execution Environment (PXE boot). However, the
legacy network adapter is not supported in the 64-bit edition of Windows Server 2003. This
operation is applicable for G1 VMs only.

To add Legacy Network Adapter you need to come into the VM settings, choose Legacy Network
Adapter in the list and press Add button.

Settings for 'Snine-VPS' on ‘NODE2.dev.local’ [=[= [

¥l Add Hardware Add Hardware
& BIOS You can use this setting to add devices yo your vitual machine.
W Memory Select the device you want to add and click the Add button.
Processor SCSI Controller
& IDE Controller 0 R Adaptef-" ec

@ Hard Drive Fibre Channel Adapter
& IDE Controller 1

) DVD Drive
&2 SCSI Controller
k4 Diskette Drive
;; Legacy Network Adapter
U Network Adapter
f_ Management

ok [ | [ o]

Now you can specify the configuration of the legacy network adapter:
e Choose virtual switch
e Choose Dynamic or Static MAC address
e Enable MAC address spoofing

e Enable virtual LAN identification
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Settings for ‘Snine-VPS’ on 'NODE2.dev.local EE

Y1l Add Hardware Legacy Network Adapter
1% BIOS Specify the configuration of the network adapter or remove the network adapter.
B Memory
Processor m
&L IDE Controller 0 Vitual switch:

@ Hard Drive IPublic =
&8 IDE Controller 1

) DVD Dive G Add’_ess
B SCSI Cortroller 9. Diremc
| Diskette Drive ® Static
[ Legacy Network Adapter » . ,, -
' Network Adapter
: Management [T] Enable MAC address spoofing

[[] Enable virtual LAN identification

To remove the network adapter from this vitual machine, click Remove button.

ok (G ] o]

On the Advanced Settings tab some of virtual NIC additional features are also available for legacy
virtual NIC:

» Genetal] Advanced Settings I

[] Enable NIC teaming : snageme

[] Enable DHCP Guard Specify how this network adapte
[] Enable Router Guard Es T.0a i
Protected network

Port miroring: : :
I None v 7 i M
Enable VMQ
Enable SR-IOV

o
'
(3]

>

e Enable NIC teaming.
e Enable DHCP Guard.

e Enable Router Guard.
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e Protected network. The VM will be moved to another cluster node if the network connection
problem occurs on the current node (in the clustered environments).

e Port mirroring: Destination or Source. Will send copied packets to another VM that is
configured for monitoring (if there is such available).

Configuring Fibre Channel Adapter:

Settings for ‘Snine-MVA' on 'NODE2" [= [= S

‘n__‘ Add Hardware Add Hardware
& BIOS You can use this setting to add devices yo your vitual machine.
i Memory Select the device you want to add and click the Add button.
Processor SCSI Cortroller
& IDE Controller 0 lr:lee%:gkNﬁgtrAdama
o Hard Drive
&L |DE Controller 1
&) DVD Drive
& SCSI Controller
k4 Diskette Drive

U Network Adapter
L_ Management

[ ok ][ cance |

Attention! Create fibre channel adapter on your Hyper-V host prior to configuring it on virtual
machines. Please refer to the “Fibre channel adapter” section below.

Click the Add button to attach the Fibre channel adapter SAN for your VM.
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5nine Manager

Now you can choose Virtual SAN for your VM:

Settings for ‘Snine-MVA' on ‘NODE2*

BE

1l Add Hardware Fibre Channel Adapter
18 BIOS You can review and edit the World Wide Names (WWNs) assigned to the Fibre
& Memory Channel adapter, and connect the adapter to a virtual storage area network
2 Processor GAN).
i |DE Controller 0 Virtual SAN:
€ Hard Drive [New Fibre Channel SAN v
L |DE Controller 1
.@ DVD Drive Port addresses
& SCSI Controller Address set A:
[ Diskette Drive World Wide Node Name (WWNN) CO03FFOD0OFFFFOD
e Word Wide Port Name (WWPN): CO03FFA3D36F0000
4 Network Adapter
%] Management Address set B:
World Wide Node Name (WWNN): CO03FFOO00FFFFOD
World Wide Port Name (WWPN): COO3FFA3D36F0001

To remove the virtual hard disk, click Remove. This disconnects the disk but does

not delete the associated file.

ok ] [ ]

On the “BIOS” branch, set the BIOS parameters for the G1 VM:

BE |

Settings for "Snine-MVA' on ‘'NODE2.dev.local’

¥l Add Hardware BIOS
1A BIOS You can tum Num Lock on or off and modify the startup order of the devices
@ Memory
Processor (] Num Lock
&L IDE Controller 0
@ Hard Drive
i IDE Controller 1
& DVD Drive
2 SCSI Controller Startup order
I Diskette Drive Select the order in which boot devices are checked to start the operating
U Snine-MVA

5] Management

ok (G ] o]

o Tick the Num Lock box to turn the Num Lock on in the VM basic input output system;
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5nine Manager

Set the order in which boot devices will be checked to start the OS. Select the device and

[ )
click the Move Up or Move Down button to move the device up or down the list

accordingly.

On the “Firmware” branch, that appears for the generation 2 VMs instead, set the firmware
parameters for the generation 2 VM:

Settings for 'Windows2012R2-5' on 'node2" [= [ = [Se]

“]| Add Hardware Firmware
1Kl Fimware You can tum Num Lock on or off and modify the startup order of the devices
& Memory
B Processor [ Num Lock
& SCSI Controller Secure Boot

& Hard Drive Secure Boot is a feature that helps to prevent unauthorized code from

i . running at boot time. It is recommended that you enable this setting.

& DVD Drive
B Network Adzpter [ Enable Secure Boot
L Management Startup order

Select the order in which boot devices are checked to start the operating

system.

DVD Drive {(vmguest.iso)
Hard Drive (Windows2012R2-5_76B50791-A9B2-4952-8’
Network Adapter (Private Network)

Details for selected boot entry:

Description: Windows Boot Manager

Value: \HD(2 GPT2BE78EA2-FC1D-40EF-97D2-
8D17813A8B70,616448 202752)\EF|\Microsoft\Boot \bootmgfw efi

Firmware device path: \HD(2. GPT2BE78EA2-FC1D-40EF-97D2-
8D17813A8B70,616448 202752)\EF|\Microsoft\Boot \bootmgfw.efi

o] [Gw ]

Secure Boot option is available for generation 2 VMs, tick the Enable Secure Boot box to enable this

option.
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5nine Manager

On the “Memory” branch:

Settings for 'Windows2012R2-5' on 'node2" E=E
1l Add Hardware Memory
& Fimware You can configure options for assigning and managing memory for this virtual
W Memory machine.
B S Specify the amount of memory this machine will be started with.
= s Al Max memory blocks -0 A
e %CSI Conlro.ller Startup RAM: 1024:3- MB per NUMA node (MB): 1337815
& Hard Drive Dynamic Memory
©) DVD Drive You can manage the amount of memory assigned to this virtual machine
0 Network Adapter dynamically within the specffied range.
%] Management Enable Dynamic Memory
Minimum RAM: 5123 mB
Maximum RAM: 4096/ MB

Specify the percentage of memory that Hyper-V should try to reserve as a
buffer. Hyper-V uses the percentage and the cument demand for memory to
determine an amount of memory for the buffer.

Memory buffer: 2014 %

Memory weight

Specify how to prioritize the availability of memory for this vitual machine
compared to other machines on this computer.

Low Cl High

Specifying a lower setting for this vitual machine might prevent it from starting
when other machines are running and available memory is low.

oK |[ Cancel |[ epty |

Set the virtual memory parameters:
e startup RAM;
e maximum memory blocks per NUMA node in MB;
e enable or disable dynamic memory allocation and set min/max levels for dynamic memory;

e memory buffer share in percent and memory weight on the host.
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On the “Processor” branch, set the virtual processor parameters: the number of virtual processors
used for the VM and host physical resources control parameters (reserve, limit and relative weight):

Settings for ‘Windows2012R2-5' on ‘node2" EE
¥1l Add Hardware Processor
1R Fimware You can modify the number of vitual processors based on the number of
W Memory processors on the physical computer. You can also modify other resource control
settings.
B Processor 9
& SCSI Controller Number of virtual processors: 12 &
& Hard Drive
) DVD Drive Resource control
I Network Adapter Virtual machine reserve (percentage): 0 s
5] Management
Virtual machine limit {percentage): 100 S
Relative weight: 100 s

[] Migrate to a physical computer with a different processor version

NUMA Topology

Maximum number of processors: 12 £

Maximum NUMA nodes allowed on a socket: 1 S
[0k [ Coon ][ o]

You can tick “Migrate to a physical computer with a different processor version” and “Run an older
operating system, such as Windows NT”.

In NUMA Topology section you can set the values for maximum number of processors (maximum 64)
and maximum NUMA nodes allowed on a socket (maximum 64).
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On the “IDE Controller” branch (for generation 1 VMs), you also can add either virtual hard drive or

DVD drive:
Settings for "Snine-MVA' on ‘NODE2.dev.local’ |L|£-
Y1l Add Hardware IDE Controller
A BIOS ¢ S
You can add hard drives and DVD drives to your IDE Controller.
B Memory : :
Select the type of drive you want to attach to the controller and then click Add.
Processor
= Hard Drive
B.IDE Sptater )
@ Hard Drive
&8 IDE Controller 1
& SCSI Controller
I Diskette Drive
@ Snine-MVA You can configure a hard drive to use a virttual hard disk or a physical hard disk
¥ e after you attach the drive to the controller.

5] Management

ok [ ] ooy

Note. For generation 2 VMs do the same on “SCSI Controller”.

Select the DVD Drive to add the new DVD drive to the VM and click the Add button.
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Configure the DVD drive:

Settings for Snine-MVA’ on ‘NODE2.dev.local’ E=E
"1l Add Hardware DVD Drive
& BIOS : ;
Select the controller and location on the controller to attach the CD/DVD drive.

E# Memory
Processor Controller: Location:
£ IDE Controller 0 IDE Controller 1 v] [0t use) v

@ Hard Drive Media
I IDE Controller 1 O None

&) DVD Drive ®) Image file:
B S5 Contly C\iso\SW_DVD3_Windows_Svr_Std_and_DataCtr_2012_R2_64Bt_Engl
H Diskette Drive l Niso 3 _Windows_Svr_Std_and_DataCir__ _R2_64Bit_| g||
@ Snine-MVA

A
2] Management O Physical CD/DVD drive:

D

To remove the virtual CD/DVD drive from this virtual machine, click Remove

button.
ok [ coea ][ oo |

You are able to select the controller through which the DVD drive will be connected to the VM; the
newly added controller is set by default. If you change this value, the DVD drive will be immediately
moved to the new controller. Select the location from 0 to 63 (“0” or “next free” if there are other
HDs connected to a controller is set by default; “in use” indicates that this location is taken).

Select the media type from which the DVD will be connected:

e None — no media will be used;

e Image file — select the .iso file to use as an image for DVD drive. You will have to locate the
file by clicking the Browse button and choosing the path to the .iso file;

e Physical CD/DVD drive — to use the physical CD or DVD drive if it is available on the host;

To remove the virtual DVD drive from the VM, click the Remove button.
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On the “Management” branch, set the following parameters for the virtual machine:

BE |

Settings for 'Win2012R202-1' on 'node2'

tt Add Hardware

1A Fimware

B® Memory

2} Processor

&2 SCSI Controller
& Hard Drive
&) DVD Drive

U Win2012R2NV02-1

w

Management

General [ Advanced

Name
You can edit the name of this vitual machine.

[win2012R202-1

Checkpoint File Location
Specify the folder to store the checkpoint files for this vitual machine.

M
el [C:\ClusterStorage\Volume 1\Win2012R2NV02-1

Browse...

Smart Paging File Location
Specify the folder to store the Smart Paging files for this virtual machine.

[c\ClusterStorage\Volume 1\Win2012R2NV02-1 |

Notes
HCLUSTER-INVARIANT#:{5cd 141d4-38d5-4577-bca5-903696bcc 35}

oK |[ Cancel |[ epty |

On the General tab:
e Edit the VM name in the Name block if necessary;
e Select/change checkpoint files location if necessary (either type in or browse for);
e Select/change smart paging files location if necessary (either type in or browse for);

e Add notes if necessary.
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On the Advanced tab:

I_Geneﬁl | Advanced

Integration Services
Select the services you want Hyper-V to offer to this vitual machine.

[v] Operating system shutdown
[v] Time synchronization

[v] Data Exchange

[v] Heartbeat

[v] Backup {volume snapshot)
[] Guest services

Automatic startup/shutdown
Automatic Start Action:
Always start v
delay in seconds: 300 &
Automatic Stop Action:
Save state v

e Integration services. Select the necessary integration services options to be applied to the
VM as shown.

e Automatic startup/shutdown actions:
» Automatic Start Action, delay in seconds;
» Automatic Stop Action.

The Refresh button will update the entire information for the VM. If there were any unsaved
changes, the corresponding warning will appear before refresh is done.

At the end, click Apply, then click OK to exit the wizard.

Converting VM to template or sysprep

Attention! Converting an existing VM to a template or sysprep applies Microsoft System Preparation
Tool to the guest OS of virtual machine. Sysprep removes unique information from current guest
Windows installation (IP configuration, domain membership etc.) to enable reusing of virtual hard
disk as a template for new virtual machines. Therefore, this operation shall not be applied to the
virtual machines, which currently enrolled into production and cannot allow such converting that
ruins current settings. 5nine Manager will warn you about this each time you start these operations.

Before starting both operations, make sure the paths for virtual hard disks and templates are set.
Please refer to the ‘Options — Templates & Sysprep’ section above for details.

e To convert virtual machine to sysprep virtual hard disk only, select the target VM and click
SysPrep and Templates — SysPrep Only context menu command. Then confirm to the
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system warning if you are absolutely sure the selected VM guest Windows installation can
be reset.

e To convert virtual machine to a full template, select the target VM and click SysPrep and
Templates — Convert to Template context menu command. Then confirm to the system
warning if you are absolutely sure the selected VM guest Windows installation can be reset.
Enter the name and description for the template and click OK:

o Create Template [= [o [

Name: Template based on VM VM2’ \

Notes

ok || Cance
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Fibre channel adapter

5nine Manager supports Fibre channel adapter. To open the Virtual SAN Manager menu press the
5. (Virtual SAN Manager) button on the main panel menu:

Virtual SAN Manager for 'win2012R2-Gateway"

BE

. New Fibre Channel SAN Create Virtual Fibre Channel Storage Area Network

4 New Fibre Channel SAN
s World Wide Names

A virtual Fibre Channel SAN groups physical HBA ports together. You can add a
virtual Fibre Channel adapter to a vitual machine and connect it to a virtual
SAN.

Click Create to add a virtual Fibre Channel storage are network (SAN).

To create a New Fibre Channel SAN, press the Create button.
Virtual SAN Manager for 'win2012R2-Gateway" ILIE-

2 New Fibre Channel SAN New Fibre Channel SAN
2 New Fibre Channel SAN
i World Wide Names Name:

[New Fibre Channel SAN

Notes:

WWNN WWPN Status
o] ] ]

Here you can change name of the Fibre channel adapter, and remove virtual SAN.

5NINE
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Select ‘World Wide Names'’ to alter the World Wide Port Name (WWPN) addresses range and World
Wide Node Name (WWNN) address of the virtual Fibre Channel port:

Virtual SAN Manager for 'win2012R2-Gateway" [Lli-

"5 New Fibre Channel SAN World Wide Names

2. New Fibre Channel SAN
You can define the range of World Wide Port Name (WWPN) addresses that

K World Wide Names can be assigned dynamically to a virttual Fibre Channel port.

Minimum: |CO03FFA3D36F0000

Maximum: |CO03FFA3D36FFFFF

You can define the World Wide Node Name (WWNN) address that can be
assigned dynamically to a virtual Fibre-Channel Port.

WWNN:  (CO03FFOD00FFFFO0

Changing the setting does not affect Fibre Chanel ports that have already been
configured. To apply a new setting to an existing Fibre Channel port, recreate
the Fibre Channel port by removing it and adding it again.

After setting up fibre channel adapter on the host, you wil be able to attach it to virtual machines in
VM settings. Please refer to the “Changing VM settings” section for detailed information.
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Operations with Hyper-V hosts

Apart from common operations with the tree objects as described above (refer to the ‘Customizing
object tree’ section above) the following ones are additionally available for Hyper-V hosts from their

context menu:

e Connect via RDP. You can access a Hyper-V host using standard Remote Desktop Connection
just like it’s done with virtual machine with ability to select the endpoint DNS name, FQDN,

IPv4 or IPv6 addresses:

Connect via RDP
k.’ Remote
<) Connection

Select the endpoint you want to connect to

lnodez

v|

Select the endpoint you want to connect to

NODE2.dev.local
169.254.2.184
fe80::6069:7417:f19a:426d
108.60.145.202
fe80::78b8:6dbb:19¢cc:265
10.10.9.102
fe80::38¢5:a21d:d9%b4:3%a%
10.0.0.3
fe80::89b4:76f0:b08d:4919
172.16.0.3
fe80::e0ff:3aeb:5344:8a8a

node2 v|
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e Shutdown a Hyper-V host. As this is a very critical action, you will be warned before the
shutdown command is sent.

e Reboot a Hyper-V host. As this is a very critical action, you will be warned before the reboot
command is sent.

e Show virtual disks. Right click on the Hyper-V host and select Show Virtual Disks... You will be
able to see all virtual disks located on the selected Hyper-V host, get the details for each disk
and edit it if necessary like described in the ‘Editing virtual hard disk’ section.

Virtual Disks on ‘DEMO-NODE1 (DEMO-NODE1.5nine.local)’ -
== |
Virtual Disk Virtual Machine Path Type Size
C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks\DEMO-DC1.vhdx i i 13 GB used of 25GB
(4 5Nine-Service .vhdx » SNine-Service C:\users'\public\Documents\hyper-v\5Nine-Service vhdx Dynamically expanding 33 GB used of 35GB
i SCVMM-Storage vhdx 5} sCVMM-Storage C:\ClusterStorage'\Volume 1\SCVMM-Storage\Virtual Hard Disks\SCVMM-Storage.vhdx  Dynamically expanding 29 GB used of 50 GB
3 Win2012R24mpl .vhdx ;’ ‘Win2012R24mpl C:\hyper-+v\Win2012R24mpl\Virtual Hard Disks\Win2012R24mpl.vhdx Dynamically expanding 8 GB used of 15GB
i WINDOWS20122VHDX B3 Windows2012:3 C:\ClusterStorage \Volume 1\WIN2012-5\WINDOWS2012-2 VHDX Dynamically expanding 4 GB used of 20 GB
Ready
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Replication

Hyper-V Replica allows virtual machines running at a primary site to be efficiently replicated to
secondary location (Replica site) across a WAN link. Primary and Replica server must be Microsoft
Hyper-V 2012 as a minimum.

When replication is underway, changes in the primary virtual machines are transmitted over the
network periodically to the Replica virtual machines. The exact frequency varies depending on how
long a replication cycle takes to finish (depending in turn on the network throughput, among other
things), but generally, replication data is sent to the Replica server every 5 minutes in Windows
Server 2012. In Windows Server 2012 R2, you can configure the replication frequency, so that the
changes are sent every 30 seconds, every 5 minutes, or every 15 minutes.

You can also access recovery points up to 24 hours old (previously, recovery points up to 15 hours
old were available).

If the primary server should fail unexpectedly, perhaps as a result of a major hardware failure or a
natural disaster, you can bring up the Replica virtual machines to take over the workload—this is
“unplanned failover.” In unplanned failover, there is the possibility of data loss, since there was no
opportunity to copy over changes that might not have been replicated yet.

Prerequisites

To take advantage of the Hyper-V Replica, which is included as part of the Hyper-V server role, the
following pre-requisites must be met:

e Hardware that supports the Hyper-V Role on Windows Server 2012;

e Sufficient storage on both the Primary and Replica servers to host the files used by
virtualized workloads;

e Network connectivity between the locations hosting the Primary and Replica servers;

e Properly configured firewall rules to permit replication between the Primary and Replica
sites;

e An X.509v3 certificate to support Mutual Authentication with certificates (if desired or
needed)

To turn on replication, you must right click on chosen VM and to choose the Enable Replication
function.

In the opened window you can choose the destination host as a replication server:

Select the host |L|£-

Specify destination host:
[ASUSWINZNZ {ASUSWIN2012.qa.5nine.com) v I
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When host is chosen press the OK button.

() Enable Replication for 'VMWin201 21 =1 o S|

Specify authentication Replication frequency:
Port: |80 s <Not available>
®) Kerberos ® Only latest recovery point

O Additional recovery points |15 2

Enable Compression }ﬁir:;\:apshot frequency 0

<>

Schedule Initial Replication
(@) Start replication immediately
(O Start replication on: 9/22/2014 B~ | 1200 £

Resynchronization
O Manual (® Automatic during the following hours:

O Automatic From: (18:30:00 v

I Enable Replication H Cancel I

Here you can choose Kerberos or Certificate based authentication, Enable Compression, recovery
points and VSS snapshot frequency number.

You can start replication immediately or start it later at a predefined time.
To finish press the Enable Replication button.
Information on Replication can be found in the Replication tab:

VMWin2012-1 B Mount transfer disk &3 Insert Integration Services Disc

Replication Mode:  Frimary Primary Server: FUJITSUWIN2012.ga.5nine.com
Replication State:  Replication Enabled Replica Server: ASUSWIN2012.qa.5nine.com
Replication Health: Nomal Last synchronized at: 9/20/2014 12:13:20 PM

i General ‘ Replication
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To view Replication Health right click on VM and choose Replication — View Replication Health...

() Replication Statistics for 'VMWin2012-1"... = | &
_Main '
Replication Mode: Primary
Replication State: Replication Enabled
Primary connection point:: FUJITSUWIN2012.g3.5nine.com
Recovery connection point: ~ ASUSWIN2012.ga.5nine.com
Replication Health: Nomal
Replication latency: 00:10:21
Replication miss count: 0
Replication size: 11GB
Replication success count: 7
Replication failure count: 0
VSS snapshot count: 0
Last Test Failovertime: 12/31/1600 15:00:00
Max Replication latency: 00:10:12
Max Replication size: 11GB
Network failure count: 0
Pending Replication size: 4 KB
Start Statistic time: 09/19/2014 12:47:18
End Statistic time: 09/19/2014 13:23:51

Unplanned Failover is an operation initiated on the replica VM when the primary VM is not available
(ruined).

To initiate unplanned failover right click on VM and choose Replication - Failover...

Select recovery point and press Fail Over:

Initiate Failover for 'VMWin2012-1° |L|£-

Do not proceed with this task unless the primary virtual machine has failed. Because this Replica virtual
machine might not have the latest replicated data, data loss may result.

If this is a planned failover, click Cancel and use the Planned Failover task on the primary virtual
machine.

If this is an unplanned failover, you can bring this Replica virtual machine online by specifying a recovery
snapshot, and then clicking Fail Over.

Specify the recovery point to use:

| Latest Recovery Poirt - (3/19/2014 2:19:20 PM) vl

| FalOver || Cancel |

Failover will start. To cancel it, use the Replication — Cancel Failover context menu command.
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To initiate test failover, select the replica VM and use the Replication — Test Failover... context menu
command. Then select the recovery point to create the virtual machine to test failover:

Test Failover for 'VMWin2012-1° [= o |

You can create a separate virtual machine to verify that a recovery point is able to start successfully, and
that the virtual machine is running comectly.

Use this recovery point to create the vitual machine to test failover:

Latest Recovery Point - (3/19/2014 2:14:20 PM) v I

[ Test Failover I | Cancel |

Test failover will start at recovery connection point and the temporary test VM will be created as
<VM-name> — Test:

) VMWing-1 Off
CVMWing-1-Test Running

To stop test failover use the Replication — Stop Test Failover context menu command.
The temporary test virtual machine will be turned off and removed automatically.

To initiate planned failover, select the target VM on the primary Hyper-V host and use the
Replication — Planned Failover... context menu command:

Note. Shut down the virtual machine at the primary Hyper-V host prior to starting planned failover
operation.

Set the planned failover options:

Planned Failover l_l_- =

Click Fail Overto start the planned failover for VMWin2012-1". Any changes on the
primary virtual machine that have not already been replicated will be replicated, and the
Replica virtual machine will be prepared to start.

Reverse the replication direction after failover.
Start the Replica vitual machine after failover.

l Fail Over Jl Cancel

e Reverse the replication direction after failover. Enable this option if you wish to switch
primary and replica Hyper-V hosts.

e Start the Replica virtual machine after failover. Enable this option to start the replica VM
after failover.

Click Fail Over. If the upper option is enabled you will see the Reverse Replication dialog box to set
parameters for reverse replication. There is a separate operation for that as well (see the description

below).

To initiate reverse replication use the Replication — Reverse Replication... context menu command.
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(=) Reverse Replication for 'VMWin201 2...|L|£-

Specify authentication Replication frequency:
Port: |80 s <Not available>
® Kerberos (® Only latest recovery point

15 (5

(O Additional recovery points

VSS snapshot frequency e
{hours): b

<>

Enable Compression

Schedule Initial Replication

(@ Start replication immediately
t 9/19/2014 @ 1200 S

Select disks to replicate:

All disks will be replicated

Resynchronization
O Manual (® Automatic during the following hours:
O Automatic From: |18:30:00 v

l Reverse Replication “ Cancel |

Set the parameters in the same manner as described above for direct replication. With reverse
replication the primary and replica servers will be switched.

To cancel failover use the Replication — Cancel Failover context menu command.

To remove recovery points use the Replication — Remove Recovery Points... context menu
command. Confirm the operation.

To pause/resume replication use Pause Replication/Resume Replication commands in the same
context menu accordingly. To remove replication, use the Remove Replication command.
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Virtual machine replication settings

When replication is enabled on a virtual machine, the Failover TCP/IP and Test Failover tabs will
appear at ‘Network Adapter’ branch in VM settings window. And the new ‘Replication’ branch will
appear in the end of the settings tree. The subsections below describe these settings.

Failover TCP/IP settings

On the Failover TCP/IP tab configure IPv4/IPv6 TCP/IP settings that will be used on temporary test
VM at test failover operation, as necessary:

Settings for 'VMWin2012-1' on ‘FUJITSUWIN2012.qa.5nine.com’ [Lli-

1l Add Hardware Network Adapter
1&l BIOS Specify the configuration of the network adapter or remove the network adapter.
& Memory — e
[ Processor | General ! Advanced Settings ‘ Failover TCP/IP | Test Failover
& IDE Controller 0 Failover TCP/IP settings
& Hard Drive Use the following |Pv4 address scheme for the virtual machine:
& IDE Cortroller 1 IPv4 Address™ [172.16.1.252
&) DVD Diive Subnet mask™: [255.255.255.0
& SCSI Controller

| Diskette Drive
0 Network Adapter

Prefemed DNS server: [172.16.1.253

|
|
Default gateway: I 172.16.1.1 I
|
|

%) Management Atemate DNS server: [172.16.1.1
T Replication Use the following IPv6 address scheme for the virtual machine:
IPv6 Address™: lfeSO::che:deS:Sch:eDBS?;l 6

Subnet prefix length®: ID

Prefemed DNS server: I

|
|
Default gateway: I I
|
|

Altemate DNS server: |

To remove the network adapter from this vitual machine. click Remove button.

ok ][ cancet | o]

Replica virtual machine inherits IP configuration from the original virtual machine and gets it as
default settings on the recovery Hyper-V host. These settings help you to configure network
configuration as you need to be set on temporary test virtual machine when the test failover
operation occurs to avoid IP address conflicts in your network.
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Test failover settings

Configure vNIC settings for temporary test virtual machine that will appear during test failover

operation:

Settings for 'VMWin2012-1 on "FUJITSUWIN2012.qa5nine.com’ |= | 2 |3 |

4‘_ Add Hardware

& BIOS

& Memory

B Processor

& IDE Controller 0
& Hard Drive

i IDE Controller 1
&) DVD Drive

& SCSI Controller

- Diskette Drive

U Network Adapter

L Management

B3" Replication

Network Adapter

Specify the configuration of the network adapter or remove the network adapter.

| General | Advanced Setings | Failover TCP/IP | Test Faiover

Specify the configuration of the network adapter for the test Replica virtual
machine to use. Atest Replica virtual machine is created when you choose
the Test Failover task on a virtual machine.

Virtual switch:

Realtek PCle GBE Family Controller - Vitual Switch v

To remove the network adapter from this virtual machine, click Remove button.

[ ok |[ cancel |[ ooy |

Select the virtual switch on the current Hyper-V host to connect temporary test VM to.

S
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Replication settings

Replication settings are available for primary virtual machine only. Configure replication settings at
the ‘Replication’ branch:

Settings for 'VMWin2012-1' on ‘ASUSWIN2012' [ o [
1| Add Hardware Replication Settings
& BIOS A 4 i 7 X
sk Specify the connection parameters to use to replicate this virtual machine.
& Memory
D Processor Replica server: |FUJITSUWIN2012.qa.5nine.com
&S IDE Controller 0 Specify authentication Replication frequency:
& Hard Drive Port: 30 [ <Not available>
&S IDE Controller 1 @ Kerberos @ Only latest recovery point
K @ DVD-Dive O Certficate based O Additional recovery points 1515

® SCSI Controller VSS snapshot frequency
k4 Diskette Drive Enable Compression {hours): X
U Network Adapter TPS Cetif
4] Management
f Replication

Resynchronization

O Manual

O Automatic

(® Automatic during the following hours:

Fom: (18:30:00 v
Refresh [ ok ][ cance |

e Replica server. Generally, the replica server is selected at the initial step when the
replication is enabled on a virtual machine. In the case you have several replica servers in
your environment that meets replication requirements, you can change the target replica
server. You should enter the new replica server using FQDN.

e Specify authentication. As when initially setting up replication on the virtual machine, there
are two authentication options: Kerberos protocol based authentication method or
certificate based authentication method. Default port is 80.

e Replication frequency. On the Hyper-V hosts with OS MS Windows Server 2012R2 you can
set the frequency that the changes are sent: every 30 seconds, every 5 minutes, or every 15
minutes. The other parameters are available for both Windows Server 2012 R2 and
Windows Server 2012 OS versions:

> Whether to store only latest recovery point

> Or aseveral additional recovery points. In this case specify how many (the default
number is 15) and VSS snapshot creation frequency in hours (the defaultis 0 —to
save system resources);

e Enable compression. Enable compression when sending changes to replica Hyper-V host.

e Resynchronization. Set the changes resynchronization options for primary and replica virtual
machines:
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‘Manual’. No auto resynchronization will occur.

‘Automatic’. The changes will be resynchronized automatically by the system at any
time.

‘Automatic during the following hours’. The changes will be resynchronized
automatically by the system during specified period (From/To).

© 2009-2016 5nine Software, Inc. All rights reserved.
Security & Management Solutions for Hyper-V and Windows Server




Network configuration

Attention! Please configure virtual network prior to VM creation.

To configure virtual network switches, use the Network Manager tab. This tab is active when a host
is selected in the object tree:

| Summary ] Hyper-V I'-'Ianaga| Elpﬁmiza'l Metwods Manager |Cauaw Planring | Monitor ] Lbrary | System Stabus Report | Best Practices ."nalﬂa'| Hyper-Vf Logs |.°dwhus
Virtual Switches Create -~ Delete Refresh Settings Extensions

Name: |Managameﬂt |
Name Type Mode Notes: | |
Eg Home External Weight Connection Type
L - {1 ;
i Fg Menagement ~Bxternd o Wegnt 1@ Etema: |Intel[R) Ethemat Server Adapter 1350-T2 %2 vl

W] allow management operation system to share this network adapter
Enable sngle-roat [0 wirtualization (SR-IOV)
) Internal anly

Network Connections Create Delete () Private virtual machine network

Mame Interface Description - | Switch Name Status
#), vEthernet (Management_Internal) Hyper-V Virtual Ethernet Adapter #3 Management Connected i A Cl
4%  vEthernet (Home_Internal) Hyper+V Virtual Ethernet Adapter 2 Home Connecied

Apply

Physical Adapters

Name Interface Description Status
B Management Intel(R) Ethernet Server Adapter I350-T2 £2 Connected
W Storage Intel(R) Ethernet Server Adapter 1350-T2 Connected
! Home Intel(R) Ethernet Connection [217-LM Connected

Virtual Switches

To create a new virtual switch, use the Create dropdown menu to select desired type in the Virtual
Switches pane:

e External. In this type of virtual network connection, one of the physical NICs installed on the
host is used to connect the VMs to the network. Enter the network name (the default value
is “New External Virtual Network”) and select the network adapter to use for this connection
in the following dialog. Tick the Enable SR-IOV box if necessary and if your environment
supports Single Root Input/Output Virtualization technology. Click the Create button:

Create New External Virtual Network -

Name INew Extemal Virtual Network ]

Network Adapter IBroadcom BCM5708C NetXtreme Il GigE (NDIS VBC v]

[] Enable SRIOV Ceate | [ Cancel |

e Internal. In this type of virtual network connection, neither of the physical NICs of the host is
supposed to be used for VMs that will be using this connection. VLAN can be set for this
connection so that you are able to create multiple VLANs within your internal virtual
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network (a separate connection should be configured for each VLAN accordingly). Enter the
network name in the following dialog and click the Create button:

Create New Internal Virtual Network -

Name INew Intemal Virtual Network ’

I Create H Cancel |

Private. In this type of virtual network connection, neither of the physical NICs of the host is
supposed to be used for VMs that will be using this connection, nor the VLANs could be set
for it. Enter the network name in the following dialog and click the Create button:

Create New Private Virtual Network -

Name INew Private Virtual Network ’

I Create H Cancel |

Upon completing the operations described above, you will see the new network connections on the
Virtual Network Manager tab and will be able to alter them in any way, including: changing name,
type, select the new NIC and change VLAN. Click the Apply button to save the changes.

Virtual Switch extensions can be turned on/off in the Network Extensions window.

Press the Extensions button to change extensions settings:

Network Extensions ILE-

Switch extensions:

Name Type
Microsoft NDIS Capture Monitoring
Snine vFW extension Filter
Microsoft VMM DHCPv4 Server Switch Exte... Filter
Microsoft Windows Filtering Platform Filter
[¥] Cisco Nexus 1000V Series Switch Forwarding

Details for selected extension:
Microsoft NDIS Packet Capture Filter Driver A

Company: Microsoft
Version: 6.3.9600.16384

OK || Camcel || Aeply |

Note. Remember that VMs belong to different VLANs and will not be able to communicate with each
other without using a layer 3 device, such as a router, to establish inter-vlan routing. Contact your

network administrator for the assistance if any problems occur at this point.
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Network Connections

Hyper-V Converged Fabric fulfills network configuration best practice with the creation of virtual
network interface cards (vNICs) that have bandwidth QoS settings. This alleviates the need for
additional physical networking hardware beyond actual bandwidth requirements.

To create a new virtual network connection, use the Create dropdown menu to select desired type
in the Network Connections pane:

Create New Management Network Connection .

Neme ||Jw: Migration |

Switch | Home h |

Bandwidth Minimum Waight (3) (20 (5
Bandhwidth Madmum 100000000 -

| Ceste || Concal

e Name: Provide a descriptive name for the network connection
e Switch: Associate the connection with an existing switch

e Bandwidth Minimum Weight: Specifies the minimum bandwidth, in terms of relative
weight, for the virtual network connection. The weight describes how much bandwidth the
virtual network adapter intends to have in relative to other virtual network adapters
connected to the same virtual switch. The range of the value is 0 and 100. Specify zero to
disable the feature.

e Bandwidth Maximum: Specifies the maximum bandwidth, in bits per second, for the virtual
network connection. The specified value is rounded to the nearest multiple of eight. Specify
zero to disable the feature.

e The Delete menu item will remove the selected network connection

Physical Adapters

The physical adapters pane show as list of the physical adapters with their name, description and
status.

Optimizer

5nine Manager provides functionality called Optimizer that performs dynamic load balancing
between Hyper-V hosts in accordance with user-defined settings. There are load thresholds that are
set for each Hyper-V host and once they are reached virtual machines will automatically start to
migrate to another Hyper-V host that is less loaded and/or has more free physical resources
available to host virtual machines. The rules can be also set to additionally manage VM migrations
when dynamic load balancing occurs.
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Setting up dynamic optimization

To set up dynamic optimization, go to the Optimizer tab:

l Summary l Hyper-V Manager! Optimizer }Capacity Planning l Library l Antivirus |
Add Edit Delete Edit Groups EditRules

Host CPU Memory Disk
DEV CLUSTER GROUP (cluster)

NODE1 12.08 % 43657% 017 %
node2 4437% 3548 % 0467%

| 100
—cpU

90 | — Memory
Disk IO
80

70
60

50

40

30

20

10

10:27:00 AM 10:28:00 &M

First of all you have to select and add hosts into one of specific optimization groups:

e C(Click the Add button. The dynamic optimization setup wizard will open:

Set the Host for Dynamic Optimization [= o S|
<,
=l e Select Host Group
S g
Select an existing host group or create a new one:
| SetectHostaroup | d
Specify the Host Group settings

Name: tDemo Cluster Group I

Choose VMs to Move

® Cluster group Cluster: |demoduster.5nine.local v|

Consists only of the nodes of a single cluster. Allows for Live and Quick
Migration of the clustered virtual machines.

() Shared storage group
Aggregates the hosts with VMs residing on a single shared storage.

Summary

(0 Mixed group
Includes any type of hosts, which may result in a time-consuming migration if
virtual machines reside on different storages.

Net> |[ Fnsh || Cancel
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e Leave the upper field as it is set by default (<New>) if you are adding the first host or setting
up the new group. If you are adding the host into the existing optimization group, select this
group from the list and then click Next omitting other actions on this screen as they are

already set and will be grayed.
e Choose and enter the name for the new group.
The other actions depend on the type of the optimization group you choose:

Cluster group

This option applies only to cluster environments and only nodes of a single cluster can be added into
it. When you set up the Cluster group, select the cluster from the list on the right. Click Next.

Set the Host for Dynamic Optimization |L|£-

== Specify the Host

it

Specify the host to add to the monitoring list:

Select Host Group Select host: IDEMO—NODET (DEMO-NODE1.5nine Jocal) v
Set the thresholds for the performance counters. When a value is exceeded and
less loaded host is found, the migration is initiated.

Choose VMs to Move

CPU Time: 30 %

Summary

Available Memory: 90 %

<> <> <

%

Total Disk Time: 100

Storage path:

[ <Prvious | [ New> || Fnsh |[ Cancel |

o Select the host to add to the dynamic optimization group. Only those hosts that are not
added in the group yet will be available in the selection list.

e Set the thresholds:
» CPU Time (90 % default);
» Available Memory (90% default);
» Total Disk Time (100% default)

e When any of these values is exceeded and less loaded host is available the VM(s)
migration will be initiated by Optimizer. Click Next.
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5nine Manager

Set the Host for Dynamic Optimization

Choose VMs to Move

e
QL

Gy ¢

Select virtual machines which can be moved between hosts within a group:

5Nine-SCVMM

Select Host G
3 T Windows81-3
meeciistiost Windows81-4
s
Summary

|<Previous H Next > || Finish H Cancel I

On this screen check virtual machines that you agree to be moved when dynamic

[ ]
optimization occurs. Unchecked virtual machines will not be migrated by Optimizer. Click
Next.
Set the Host for Dynamic Optimization [= [ o ]
-
Ei EJ-’ Summary
S
You are about to perform the following operation.
Select Host Group Option Description
: Group Name Demo Cluster Group
=pecifyfhetost Group Type Cluster group
Choose VMs to Move Cluster demo-cluster.5nine local
Host DEMO-NODE1 (DEMO-NODE1 5nine local)
CPU Threshold 90
Memory Threshold 30
Disk Threshold 100
VMs to Move 5Nine-SCVMM; Windows81-3; Windows81-4; Win...
To add the host and close the Wizard click ‘Finish’ button.
TE | |

Check settings. You will be able to alter all parameters except Group Name, Group Type and Cluster

at a later moment. Click Finish.
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5nine Manager

Shared storage group

e This group aggregates Hyper-V hosts with virtual machines residing on a single shared

sto rage:
Set the Host for Dynamic Optimization |LI£-
b \
=l Er/ Select Host Group
§{ 7
Select an existing host group or create a new one:
<New> v
Specify the Host Group settings

Name: ;Shared Storage Group

Choose VMs to Move I
(O Cluster group Cluster: | demo-cluster.5nine local

Consists only of the nodes of a single cluster. Allows for Live and Quick
Migration of the clustered virtual machines.

(®) Shared storage group
Aggregates the hosts with VMs residing on a single shared storage.

Summary

O Mixed group
Includes any type of hosts, which may result in a time-consuming migration if
virtual machines reside on different storages.

Enter the name for the group and click Next.

Set the Host for Dynamic Optimization 1= 1o ]

ii EJI Specify the Host

Specify the host to add to the monitoring list:

S Select host: | DEMO-NODE1 (DEMO-NODE 5rineJocal) v]

Set the thresholds for the pefformance counters. When a value is exceeded and
less loaded host is found, the migration is initiated.

Choose VMs to Move

i

Summary CPU Time: 30

Available Memory: 30

<] 1<) <>

Total Disk Time: 100

Storage path: |C:\ClusterStorage'wolume 1\ ’

[ <Previous | [ Neds || Fnsh |[ Cancel |

e On this screen specify all the parameters just like when creating Cluster group. The only
difference is that the storage must be also specified. Enter the storage path into the Storage
path field by typing it or using the Browse... button to select the path. Click Next.

Other steps repeat those described for Cluster group above.
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Mixed group

This option allows you to aggregate any type of hosts with VMs residing on different storages.
Depending on the storages used for virtual machines configuration migrations may be time-
consuming.

Set up parameters just like described above for Shared storage group.

To add additional hosts to the dynamic optimization group repeat the steps described above when
adding a new host to a new group with selecting the specific group you want the host to be added to
on the first screen of the wizard.

To remove a host from the group select the host in this group and click the Delete button:

Add Edit Delete Edit Groups Edit Rules Settings

Host CPU Memory Disk
Cluster Group (cluster)

DEMO-NODE1 50.04 83.57 7.88

DEMO-NODE2 295.01 27.00 0.14

Or click the Edit Groups button and remove the host from the list:

® Edit Groups [= [o

Name uuID

Cluster Group (cluster)
DEMO-NODE1 54443858-4e54-3000-48cd-003048cdcfcc
DEMO-NODE2 54443858-4e54-3000-48cd-003048cdcef0
DEMO-NODE3 54443858-4e54-3000-48cd-003048cdd23a

»

Select the host and click the Remove Host button.

® Edit Groups [= [o [
Name uuiD
Cluster Group (cluster)
DEMO-NODE1 54443858-4e54-3000-48cd-003048cdcfcc
DEMO-NODE2 54443858-4e54-3000-48cd-003048cdcef0
hoply 1| Close
Click Apply.
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Changing host dynamic optimization settings

To alter dynamic optimization parameters of the monitored host, select it and click the Edit button:

Add Edit Delete Edit Groups Edit Rules Settings

Host CPU Memory Disk
Cluster Group (cluster)

DEMO-NODE1 50.04 83.57 7.88

DEMO-NODE2 29.01 27.00 0.14

Change the dynamic optimization parameters where necessary/applicable:

@ Edit host DEMO-NODET | = | & [RGH|

Performance Thresholds

CPU: 30 B %
Memory: 50 | : di
Disk: {100 -~ %
VM Storage:
VMs to move:

5Nine-SCVMM
[v] Windows81-3
Windows81-4
Windows2012-5

e

Click Accept to apply the new parameters.

Changing general dynamic optimization settings

To change general dynamic optimization settings click the Settings button on the Optimizer menu

.- Add Edit Delete EditGroups EditRules Settings
panel:
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Set the following parameters:

Settings [=]

Automatic migration frequency for virtual
machines to balance load:

600 S+ (seconds)

Performance counter probing interval:

20 S+ (seconds)

Accept Cancel

e Automatic migration frequency for virtual machines to balance load. This parameter sets the
VM migrations period for dynamic load balancing. In highly loaded environments it is set to a
lower value whereas in less loaded to a greater. Default value is 600 seconds.

e Performance counter probing interval. This parameter sets the interval at which the host
performance data are measured. Set in direct ratio with the previous parameter. Default
value is 20 seconds.

Click Accept to apply the new values. The performance graphical view is displayed for each host in
the lower part of the Optimizer tab:

100

—CPU
ag - — Memory
Disk IO
80
20 10:26:43 AM
—CPU: 19.2 %
60 - — Memory : 43.7 %
I . o,
g DiskIJO : 0.7 %
40 - ‘
30 +
20
10
0 - =
10:26:00 AM 10:27:00 AM

Setting up dynamic optimization rules

The following rules can be set to help you additionally tune up dynamic optimization feature:

e Simultaneous migration — determines which virtual machines are migrated simultaneously at
dynamic load balancing.
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e Store on different hosts — determines which virtual machines must reside on different hosts

at dynamic load balancing.

To set up dynamic optimization rules click the Edit Rules button on the Optimizer menu panel:
Add Edit Delete Edit Groups EditRules Settings

In the Groups field select the group to set rules for:

e Edit Rules [= =[]
Groups: Rules:
VM IDs

Simultaneous Migration
windows2012r2-2 (NODE1 dev local); windows2012r2-4 (NODE1.dev local)
Store on Different Hosts

windows2012r2-3 (NODE1.dev local); windows2012r2-5 (NODE1 dev local)

| Add || Remove | Accept || Cancel

Click the Add button to add the new rule:

@ AddRule | =] o [RBE|

Select rule type:
lStore on Different Hosts v |

Select vitual machines:

[v] DEMO-DC2 (DEMO-NODEZ2)

[] Win2012 (DEMO-NODEZ2)

[] Windows81-2 (DEMO-NODEZ2)
[] Windows2012-4 (DEMO-NODEZ2)
5Nine-SCVMM (DEMO-NODE1)
[w] 5Nine-Service (DEMO-NODET)

[] Windows81-3 (DEMO-NODET)
[] Windows81-4 {DEMO-NODE1)
[] Windows2012-5 (DEMO-NODE1)

I Add | | Cancel

o Select the type of the rule: Simultaneous Migration or Store on Different Hosts.

e Check virtual machines that the rule must apply to.

Click Add. Then click Accept in the Edit Rules window.

To remove the rule select the rule in the Rules field and click Remove. Then click Accept.
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Background operations

5nine Manager allows putting time-consuming operations such as VM migration using Move Wizard,
VM creation; cloning/exporting VM etc. to background. That way you can continue working with
5nine Manager while the operation that you put to background is being completed. When the
appropriate operation is started, the To Background button will appear in the operation dialog or a
wizard that you are currently working with — just press it and the operation will be put to
background and the dialog box or a wizard will be closed:

| To Background I

Cloning virtual machine ...

Exporting VM....

Cancel

To see how the unfinished tasks go, double click right upon the info that is always displayed in the
right-lower corner status bar of the 5nine Manager main window:

]
0 task(s) running (total 10) (Click to show/hide) .:

The task log will appear in the lower part of main window:

Finish Time ~
09/19/2014 13:55:16

Start Time Host Description Status
9/192014 1:85:12  FUJITSUWIN2012.qa Snin_. Start VM VMWing-1 Completed
7:33. ASUSWIN2012.08 5nine.c. Start VM VMWin2012-1 Completed
7. FUJITSUWIN2012.ga 5nin. 1 Completed
FUJITSUWIN2012.qa 5nin. -S_ Completed
02 FUJITSUWIN2012ga Snin Completed

I By
b

Option Description Status
VMID 96af 8 43954320 2600 00835980166

0taskis) running (total 10) (Click to show/hide)

Here you can see the list of all tasks, including earlier finished, with the detailed information for each
operation. Unfinished tasks can be interrupted — press the Stop button to interrupt the operation
before it’s completed.
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Support information

5nine Manager can collect the information needed by 5nine Technical support to trouble shoot
possible issues. Select Support information in Help menu, to open Gathering information from

hosts window.

Gathering information from hosts -

Snine Manager is collecting the information needed by 5nine Technical Support to troubleshoot possible issues.
Only general data like 5nine debug logs, host OS and VMs names is collected.
No system security information is collected.

Please send the resulting archive mailto techsupport @5nine .com.

I Save as ]I Close |

Press Save as to save the resulting archive. Then send it to techsupport@5nine.com.
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Little disk space notification

If there is not enough space (<10% free) on a server disk or in cluster storage, 5nine Manager shows
notification in status bar in the left-lower corner:

' Warning! Little disk space left. Click to view message

You can press on the notice for more information:

Warning -

-! Little disk space left on hosts:
o,
win2012DCR2:

16 GB of 465 GB on disk C:.

oK
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Enable Remote Management

To get some information from remote hosts or to run commands on remote hosts specific
permissions should be set. 5nine Manager can run the predefined set of PowerShell scripts on
remote hosts to set necessary permissions.

To set permissions use the Enable Remote Management command from context menu on a host.

Enable Remote Management for ‘node1’ .

Select scripts to run:

[v] Ensure Server Manager remoting is enabled

Enable ping requests in and out

Enable remote volume management

[#] Enable remote service management

Enable Remote Event Log Management

Enable Remote Scheduled Tasks Management

[v] Enable Windows Firewall Remote Management

Enable WMI management requests in

[v] Enable Remote Desktop

Set Plug&Play service to automatically start and start it now
Set Remote Reaistry service to automatically start and start it now
[#] Set Virtual Disk Service to automatically start and start it now

| Run || Cancel |

Select necessary permissions and press the Run button.
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5nine Manager

Best Practices Analyzer

The Best Practices Analyzer (BPA) becomes available when a host is selected in the object tree. To
start you need PowerShell modules “ServerManager" and "BestPractices" available on a host.

I Summary l Hyper-V Manager ] Virtual Network Manager [ Optimizer l Monitor l Capacity Planning [ System Status Report ] Best Practices Analyzer ] Hyper-V Logs ] Library l Antivirus |

Refresh Scan
Name Company Last Scan Time
Microsoft DNS Server Configuration Analysis Model Microsoft Corporation 5/27/2015 11:33:34 AM
File Services Microsoft Corporation 7/10/2016 3:23:50 PM
Hyper-V Microsoft 10/28/2015 6:55:55 PM
WebServer Microsoft Corporation 7/10/2016 3:24:14 PM
Status:
Severity Category Title S
Waming Configuration DNS: Valid network interfaces should precede invalid interfaces in the binding order.
Information Other DNS: The DNS server 10.0.0.5 on vEthemet (Localnet) must be accessible to clients.
Information Other DNS: The DNS server 10.0.0.6 on vEthemet (Localnet) must be accessible to clients.
Information Other DNS: The DNS server 108.60.145.210 on vEthemet (Public) must be accessible to clients.
Information Other DNS: The DNS server 108.60.145.211 on vEthemet (Public) must be accessible to clients.
Information Other DNS: The IP address 108.60.145.202 on vEthemet (Public) must be accessible to clients
Information Other DNS: The IP address fe80::e0ff:3aeb:5344:838a on vEthemet (Tenant Logical Switch) must be accessible to clients v
— Title - A~
DNS: The DNS server 10.0.0.5 on vEthemet (Localnet) must be accessible to clients.
— Compliance -
The DNS Best Practices Analyzer scan has determined that you are in compliance with this best practice.
~Help -
http://go microsoft.com/fwlink/?Linkld=121977
— Excluded -
False v

You can use Best Practices Analyzer to scan a server role, and help identify configurations that do
not comply with the best practices of Microsoft for this role.

If you want to update the list press Refresh button.

If you want to perform a scan, choose from the list object and press Scan button.
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Hyper-V logs

5nine Manager can retrieve information from system event log and show it. To trace logs, use the
Hyper-V Logs tab. This tab is active when a host is selected in the object tree:

[ Summary l Hyper-V Manager ] Virtual Network Manager [ Optimizer l Monitor l Capacity Planning [ System Status Report l Best Practices Anafyzer' Hyper-V Logs ] Library | Antivirus !
Refresh Clear Log Severity ~ Time Interval

| Hyper-V-VMMS v J Level Date and Time Event ID A
e 0 Inf ion 09/22/2015 18:10:51 26074
INetworking | ﬂ Information 09/22/2015 18:10:51 26074
Operational @ Information 09/22/2015 18:10:51 26012
Storage 0 Information 09/22/2015 18:10:50 26016
@ Information 09/22/2015 18:10:49 26004
@ information 09/22/2015 18:10:49 26004
© Information 09/22/2015 18:10:49 26000

@ Information 09/22/2015 16:31:38 26074 v

Ethemet switch port connected (switch name = '‘BDBSECEE-1FC6-4202-A14C-164D31F108A2', port name = '4CAD5292-32BF-48E8-A30F-DSE4F7441FAF, adapter GUID = A

{A3E18ED1-0F9B-4173-A0C0-9C545A01B2E8}).
v

Log Name: Microsoft-Windows-Hyper-V-VMMS-Networking
Level: Information

Event ID: 26074

Operation Code: 0

Machine Name: NODEZ2 dev local

Logged: 09/22/2015 18:10:51

You may use filter to retrieve the data you need and clear logs:

e Select the item in the drop-down list on the left.

Ill

e Select the available log type for selected item (“Admin”, “Operational” etc.). The events will

appear in the other fields with details.
To apply filter:

e C(Click the Severity button in the top menu and choose which events to display (“Critical”,
“Error”, “Warning”, “Information”). All types are enabled by default.

e (Click the time interval button in the top menu and set the dates From/To to define the
period for which events should be displayed (a period of one week back from current date is
set by default):

Specify Time Interval [x]
From: | Saturday . IV 232015 [E)~ |
To: | Satuday . May 30,2015 [~ |

e Click the Refresh button in the top menu to apply the filter.

e To clear all events from the currently selected log, click the Clear Log button in the top
menu.
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5nine Manager

Library

Library feature provides special storage for VM templates, virtual hard disks and ISO images. This
storage is read by 5nine Manager and makes operations with virtual machines such as creating a
new VM and changing VM settings easier as you are able, at your choice, to select pre-created
components from the specifically organized library rather than creating the new ones or searching
them in an ordinary location on the host or a network. Library is managed in the Library tab of the
main window:

‘ Summary I Hyper-V Manager l Virtual Network Manager I Optimizer l Monitor I Capacity Planning I System Status Report | Best Practices Analyzer [ Hyper-V Logs } Library IAn!ivirus ‘
VM Templates = Rename Edit Delete Refresh

Name Path Operating System
[3_:1 Template based on VM 'VM1' \\node2\c$\ClusterStorage \Volume2\tempates\Template based on VM 'VM1'
‘ f;l Template based on VM 'VM3' \\node2\c$\ClusterStorage \Volume2\tempates\Template based on VM 'VM3'
[:_c] Template based on VM 'VM4' \\node2\c$\ClusterStorage \Volume2\tempates\Template based on VM 'vM4'
[:—:] Template based on VM 'VM&' \\node2\c$\ClusterStorage \Volume2\tempates\Template based on VM 'VM&'
‘ l;l Template based on VM 'VM7' \\node2\c$\ClusterStorage \Volume2\tempates\Template based on VM 'VM7*
[; Template based on VM "W 10-14393' \\node2\c$\ClusterStorage \Volume2\tempates\Template based on VM 'W10-14393'
@ Template based on VM 'websrv177-58' \\node2\c$\ClusterStorage \Volume2\tempates\Template based on VM 'websrv177-59'
I
Virtual Disks | Create Edit Delete Inspect Refresh
[ Name Type Path Disk Type Size
‘ C» DEV-DC1 VHDX \\node 1\c$\Hyper-V\DEV-DC 1.vhdx Unknown 11GB
a3 NewDisk (1) VHDX \\node 1\c$\Hyper-V\NewDisk (1).vhdx Unknown 4MB

ISO | Delete Refresh

[ Name Path [ éize
‘ 1.'» Backup&Replication.8.0.0.817 \\CAUDEV-CNNV\jso\Backup&Replication.8.0.0.817.iso 830 MB =~
@ en_win_srv_2003_r2_standard_x64_cd1 \\CAUDEV-CNNV\jso\en_win_srv_2003_r2_standard_x64_cd1l.iso 619 MB
‘ ‘g en_win_srv_2003_r2_standard_x64_cd2 \\CAUDEV-CNNV\jso\en_win_srv_2003_r2_standard_x64_cd2.iso 167 MB
33' SW_DVD9_Windows_Svr_Std_and_DataCtr_2012_R2_64Bit_En...  \\CAUDEV-CNNVYVso\SW_DVD9_Windows_Svr_Std_and_DataCtr_2012 R2... 4GB
}.30 14393.0.160715-1616.RS1_RELEASE_CLIENTENTERPRISE_S_O...  \\CAUDEV-CNNVYs0\14393.0.160715-1616.RS1_RELEASE_CLIENTENTERPR... 3GB
4 14279.1000.160229-1700.RS1_RELEASE_SERVER_OEMRET X6...  \\CAUDEV-CNNVYso\14279.1000.160229-1700.RS1_RELEASE_SERVER OE...  5GB
@A en_win_srv_2003_r2_standard_cd2 \\CAUDEV-CNNVViso\en_win_srv_2003_r2_standard_cd2.iso 121 MB
| &4 en win srv 2003 r2 standard cd1 \\CAUDEV-CNNV\isolen win srv 2003 r2 standard cdl.iso 573 MB i

All library items — VM templates, virtual hard disks and ISO images are stored in the designated
location(s), which paths are specified in the 5nine Manager options. Please refer to the “Options” —
“Templates & Sysprep” section above for detailed information.

VM templates

In the upper VM Templates field you can view and manage virtual machine templates. VM
templates are created from existing virtual machines (please, refer to the section “Operations with
virtual machines” — “Converting VM to template or sysprep”). You cannot create a new VM template
directly in the library, but you can view, edit and remove the previously created VM templates:

e C(Click the Refresh button to refresh the list of VM templates.

e To edit the template, select it in the list and then click the Edit button. You will see the same
settings window as for virtual machine:
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5nine Manager

Settings for template Template based on VM 'lIS-T1"

I Network Adapter
:; Management

& BIOS Memory
E® Memory You can configure options for assigning and managing memory for this virtual
Processor machine.
& IDE Controller 0 Specify the amount of memory this machine will be started with.

- . s ~ Max memory blocks per ~

fJ Hard Disk Startup RAM: 512/ MB NUMA node (MB): 107285

& IDE Controller 1 Dynamic Memory

&) DVD Drive You can manage the amount of memory assigned to this virtual machine

dynamically within the specified range.
["] Enable Dynamic Memory

BE |

512

<> [<l>

Snl~
20k

Memory weight

Specify how to prioritize the availability of memory for this vitual machine
compared to other machines on this computer.

Low Cl High

Specifying a lower setting for this virtual machine might prevent it from starting
when other machines are running and available memory is low.

Refresh [ ok || cance |[ Appy |

Not all operations are available in settings for VM template, i.e. it is not possible to add new
hardware. The other settings are edited in the same way as it’s done with VM (please refer to the
section “Operations with virtual machines” — “Changing VM settings”).

e Toremove VM template select it in the list, then click the Delete button and confirm the
operation.

Virtual disks

In the middle Virtual Disks field you can view and manage virtual hard disks:
e Click the Refresh button to refresh the list of virtual hard disks.

e Toinspect a virtual disk, select it in the list and then click the Inspect button. You will get the
summary for the selected virtual disk:
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Virtual Hard Disk Properties -

General

Format: VHDX

Type: DynamicallyExpanding

Location: ‘\node2\Hyper-V

File Name: vhd1.vhdx

Current File Size: 4 MB

Maximum Disk Size: 1GB

e To create a new virtual disk, click the Create button. Then proceed in the way as described in
the “Creating a new virtual hard disk” section.

Note. You may also copy the existing virtual disks to the designated location as described in the
“Options” — “Templates & Sysprep” section above.

e To edit a virtual hard disk, select it in the list and then click the Edit button. Then proceed in
the way as described in the “Editing virtual hard disk” section.

e To remove a virtual hard disk, select it in the list, then click the Delete button and confirm
the operation.

ISO images
In the bottom ISO field you can view and manage ISO images:
e Click the Refresh button to refresh the list of ISO images.

Note. ISO images should be placed to the designated library location for ISO files as described in the
“Options” — “Templates & Sysprep” section above.

e Toremove an ISO image, select it in the list, then click the Delete button and confirm the
operation.

5 N I N E © 2009-2016 5nine Software, Inc. All rights reserved.

SOFTWARE Security & Management Solutions for Hyper-V and Windows Server




5nine Manager

Using file manager

5nine Manager includes a simple 2-pane file manager. To start 5nine File Manager press the =
button or use the View -> File Manager menu command.

e Snine File Manager [= =[]
File Actions View Help
@ 99 (| {Q‘
Name Date Modffied Type Size Name Date Modified Type Size
" || SRecycle Bin 8/22/201311:50:4...  File Folder
1. 59manager 6/27/20149:22:01 AM  File Folder , 55manager 6/27/20145:22:01...  File Folder
, 72920 10/27/2013 11:13:41 ... File Folder ) 72920 10/27/2013 11:13....  File Folder
|, allowed 1/28/2014 3:18:40 AM  File Folder allowed 1/28/2014 3:18:40...  File Folder
always-blck 1/28/2014 5:10:57 AM  File Folder . always-blck 1/28/2014 5:10:57...  File Folder
J Corffig.Msi 6/27/20149:27:33 AM  File Folder , Config.Msi 6/27/20149:27:33...  File Folder
, emulation-v 1/28/2014 3:18:28 AM  File Folder J emulation-v 1/28/2014 3:18:28...  File Folder
exploits_emulator 4/25/2014 8:28:44 PM  File Folder , exploits_emulator 4/25/2014 8:28:44 .. File Folder
, ms sql server 2012 5/4/2014 5:08:18 AM File Folder 1. ms sql server 2012 5/4/20145:08:18 ...  File Folder
PerfLogs 8/22/2013 11:52.33 AM  File Folder ) PerfLogs 8/22/201311:52:3...  File Folder
Program Files 5/4/2014 11:42.37 AM  File Folder Program Files 5/4/2014 11:42:37...  File Folder
, Program Files (x86)  6/9/2014 4:23:09 PM File Folder , Program Files {x86)  6/9/2014 4:23:09 ...  File Folder
| ProgramData 6/9/2014 7:38:35 PM File Folder . ProgramData 6/9/2014 7:38:35 ...  File Folder
) scvmm 5/4/2014 2:27:16 AM File Folder J scvmm 5/4/20142:27:16 ...  File Folder
. Snort 10/29/2013 1:48:28 PM  File Folder , Snort 10/29/2013 1:48:2...  File Folder
, System Volume Info... 11/10/2013 12:57:04 ...  File Folder J System Volume Info... 11/10/2013 12:57....  File Folder
) Users 5/4/2014 11:50:46 AM  File Folder J Users 5/4/2014 11:50:46...  File Folder
Windows 5/17/2014 2:31:03 AM  File Folder ) Windows 5/17/2014 2:31:03...  File Folder
bootmar 8/22/20131:31:45AM  Unknown 417 KB @ bootmar 8/22/20131:31:45... Unknown 417 KB
@ BOOTNXT 6/18/20138:18:23AM  Unknown 0KB BOOTNXT 6/18/2013 8:18:29... Unknown 0KB
@ pagefile sys 6/9/2014 7:37.01 PM Systemfile = 2450368 KB pagefile sys 6/9/20147:37.01 ... Systemfile 2450368 KB
e | oo

To access different partitions in 5nine File Manager use the View - Select Left/Right View menu

commands.

Select Left View

Select Left View

Select Drive: |C:’\

i

[..OK

ll Cancel I

Select and then click OK to get the needed location.

5nine File Manager allows accessing the remote file systems via LAN in the case you are working

under the user that has appropriate privileges on remote system. To access remote file system, do

either of the following:

e Manually type the remote network address into the Select Left/Right View dialog box:

5NINE
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Select Left View Xl
Select Drive: |\\192.168.1.21\c$\ vl
| 0K | | Cancel |

The remote location will be opened in the appropriate 5nine File Manager pane.

e Manually type the remote network address directly into the lower address bar in the way as
shown below and then click Enter:

|C:\>\\192.168.1.21\c8\

The remote location will be opened in a separate Explorer window. This option works in OS with the
GUI only.
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5nine Manager

Working with transfer virtual disk. Copying
files between VMs or between VM and host

5nine Manager provides the capability to copy files from VM to VM, and from VM to host. This
feature works only on the host where 5nine Manager is installed. It is implemented through a special

built-in transfer virtual hard drive.
To copy files from host to a VM, follow these steps:

1. Copy necessary files in 5nine File Manager.

Q)] Snine File Manager = | 8] x
File Actions View Help
MPPERDE(O
Name Date Modified Type Size Name Date Modified Type Size
1 SRecycle.Bin 8/22/2013 11:50:45 AM  File Folder 1. $Recycle.Bin 8/22/201311:50:4...  File Folder
5Smanager 6/27/20149:22:.01 AM  File Folder J 55manager 6/27/2014 9:22:01...  File Folder
) 72920 10/27/201311:13:41 ... File Folder ) 72920 10/27/201311:13:...  File Folder
, allowed 1/28/2014 3:18:40 AM  File Folder allowed 1/28/2014 3:18:40...  File Folder
always-blck 1/28/2014 5:10:57 AM ile Folder 1/28/2014 5:10:57...  File Folder
Corfig.Msi 6/27/2014 9:27:33 AM Select Right View /27/2014 927:33...  File Folder
emulation-v 1/28/2014 3:18:28 AM 1/28/2014 3:18:28...  File Folder
exploits_emulator 4/25/2014 8:28:44 PM 3 - /25/2014 8:28:44...  File Folder
ms salserver 2012 5/4/2014 5:08:18 AM Select Dive: [Transfer Disk v] He/ar201a50818.  Fie Folder
PerfLogs 8/22/2013 11:52:33 AM 8/22/2013 11:52:3...  File Folder
Program Files 5/4/2014 11:42:37 AM | oK | l Cancel l 5/4/2014 11:42:37...  File Folder
, Program Files (x86)  6/9/2014 4:23:09 PM /9/2014 4:23:09 ... File Folder
ProgramData 6/9/2014 7:38:35 PM - 9/20147:38:35 ...  File Folder
scvmm 5/4/2014 2:27:16 AM File Folder ) scvmm 5/4/20142:27:16 ... File Folder
. Snort 10/29/2013 1:48:28 PM  File Folder J Snort 10/29/2013 1:48:2...  File Folder
System Volume Info... 11/10/2013 12:57:04 ... File Folder J System Volume Info... 11/10/2013 12:57....  File Folder
Users 5/4/2014 11:50:46 AM  File Folder ) Users 5/4/2014 11:50:46...  File Folder
Windows 5/17/20142:31:03 AM  File Folder Windows 5/17/2014 2:31:03...  File Folder
bootmgr 8/22/20131:31:45AM  Unknown 417 KB @ bootmgr 8/22/20131:31:45... Unknown 417KB
@] BOOTNXT 6/18/2013 8:18:23AM  Unknown 0KB @ BOOTNXT 6/18/20138:18:29... Unknown 0KB
@ pagefile sys 6/9/2014 7:37:01 PM Systemfile 2490368 KB @pageﬂle.sys 6/9/20147:37:01... Systemfile 2450368 KB
[c | [ |
2. Mount the transfer disk to a VM where it is necessary in order to copy files. Go to the
Hyper-V Manager tab, select the necessary VM and click the Mount transfer disk

button:

Web-Server177 5 Mount transfer disk Insert Integration Services Disc

Created: 6/18/2014 11:50:26 PM
Notes: None
Generation: 1

The corresponding message will appear in the case of successful disk mount.
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Note. It is only possible to mount the transfer disk to one of the VMs on the local host.
When an attempt to mount the transfer disk to the VMs on the remote host is done, the
system will warn you of inability to do so.

3. Connect to the VM via guest console and copy files to VM. If it is the first time the virtual
disk is used with this VM, make it online using the Disk Management tool from the
Computer Management utility in the guest OS.

Attention! Transfer disk can only connected to one VM at this time. When the transfer
disk is connected to a VM, it cannot be accessed via File Manager. The opposite is also
true. Release the transfer disk prior to moving it to another place.

To release the transfer disk when it is in use in the file manager, select another disk on
the file manager pane where the transfer disk is opened.

To release the transfer disk when it is mounted to a VM, go to the Hyper-V Manager tab,
select the VM and click the Unmount transfer disk button:

Web-Server177 [l Unmount transfer disk Insert Integration Services Disc

Created: 6/18/2014 11:50:26 PM
Notes: None

= Generation: 1
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Integration services

To install integration services to the VM, insert the integration services disk through 5nine Guest
Console. To insert the integration services disk through 5nine Guest Console, connect to a VM and
use the Action — Insert Integration Services Setup Disc menu command (Ctrl+l).
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5nine Manager

Monitor

Monitor allows visual checking performance parameters on hosts and virtual machines in real time.
Data are represented in a graphical view. To view the wanted object performance (Hyper-V host or a
virtual machine), select it in the 5nineManager object tree and then open the Monitor tab.

Host

‘ Summary l Hyper-V Manager I Virtual Network Manager I Optimizer | Monitor lCapacity Planning I System Status Report ] Best Practices Analyzer l Hyper-V Logs l Library l Antivirus |

Hyper-V VMs top !Top CPU contributors V| Latest alarms ﬁ |® me
Virtual Machine Value ||| Status Time Source Info Repeat count A
Snine-WAP 1% = € Emor 8/29/2016 8:57:39 PM NODE2 Network: 46444 kbps - counte...
W10-14393 1% ! Waming  8/29/2016 8:57:32 PM VM ‘DEV-DC2 Network: 1264 kbps - counter ...
VM2 - clone 0% € Emor 8/29/2016 8:57:02 PM NODE2 The "Network” counter is trendi...
DEV-DC2 0% ! Waming  8/29/2016 8:55:45 PM VM 'W10-14393 Memory: 1136 MB - counter ex...
VM8 0% v ! Waming  8/29/2016 8:55:45 PM VM 'SNine-Service' Memory: 1372 MB - counter ex... W
CPU (%) Memory (%)
90 90
’ /\/\/ ”
30 30
1] 1]
§:55:00 PM §:56:00 PM §:57:00 PM §:55:00 PM §:56:00 PM 8:57:00 PM
Disk I/O (%) Network (kbps)
90 . —
40000
60
30 20000
0 P e R S — 0
8:55:00 PM §:56:00 PM 8:57:00 PM 8:55:00 PM 8:56:00 PM 8:57:00 PM

Total [cpu | Memory | Network | Disk 1/0 | Disk C:' | Disk SlowStorage (C:\ClusterStorage\Volume2)' | Disk ‘FastStorage (C:\ClusterStorage\Volume )’ |

Monitor displays the following parameters for Hyper-V host:
e CPU, memory, disk and network top contributors.
e Latest alarms. To filter alarms, use the corresponding buttons:

> tofilter by object type:

.

—turn host alarms displaying on/off;

. @ —turn VM alarms displaying on/off.

> to filter by alarm type:

. @

—turn alerts (errors) displaying on/off;

B

. ., turn warnings displaying on/off;

. @

—turn info displaying on/off.

e CPU, Memory utilization and Disk time (in percent), network utilization (in kbps).
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Lines on diagrams:

e Blue line forms a graph of current values for each parameter.
e Yellow dash line shows the warning notification threshold.

e Red dash line shows the critical notification threshold.

e Green dash line shows the trend. The trend is calculated as linear approximation of the
parameter values graph (blue line).

Historical data are stored for each performance counter on the host level: CPU, memory, disk and
network. To retrieve it and view the diagram, open the corresponding tab. Example, CPU:

CPU (%)

100
90
80

70

60

S0

40

30

o M l‘il II“INMI' | M M

o
1:00:00 PM 2:00:00 PM 3:00:00 PM 4:00:00 PM 5:00:00 PM 6:00:00 PM 7:00:00 PM 8:00:00 PM

Last day v| Fom: [s/28/20168:59:33PM v To: [8/29/20168:50:33PM Load

‘ Total ECPU‘ Memory ] Network | Disk 1/0 I Disk C:* | Disk 'SlowStorage (C:\ClusterStorage\Volume2)' | Disk ‘FastStorage (C:\ClusterStorage\Volume 1)’ \

To load the data for the wanted period, select the pre-defined period in the drop-down list on the
left side (Last hour, Last day, Last week and Last month pre-defined periods are available), or specify
the period in the From and To fields manually (use the built-in calendar for convenience). Then press
the Load button on the right.
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5nine Manager

Virtual machine

I Summary l Hyper-V Manager l 0ptimizer| Monitor lCapacity Planning l Library I Antivirus
Latest alarms @ (1 [@

Status Time Source Info Repeat count Al
€ Emor 8/29/2016 9:02:15 PM VM "5nine-WAP' The "Disk’ counter is trending to exceed the threshold value of 256%
o Emor 8/29/2016 5:02:15 PM VM "Snine-WAP* The "Memory' counter is trending to exceed the threshold value of 2048%
€ Emor 8/25/2016 9:02:.10 PM VM "Snine-WAP" The "Network' counter is trending to exceed the threshold value of 2048 kbps
o Emor 8/29/2016 9:02:10 PM VM "Bnine-WAP' The 'CPU'’ counter is trending to exceed the threshold value of 50%
€ Emor 8/25/2016 8:55:45 PM VM "Snine-WAP* Network: 32670 kbps - counter exceeded user defined threshold of 2048 kbps
0 Emor 8/29/2016 8:55:45 PM VM "5nine-WAP" Disk: 903 KBps - counter exceeded user defined threshold of 256 KBps
€ Ermor 8/29/2016 8:55:45 PM VM "5nine-WAP" Memory: 8192 MB - counter exceeded user defined threshold of 2048 MB o
CPU (%) Memory (MB)
a0 8000
6000
60
4000
<. 2000
o o
9:00:00 PM 9:02:00 PM 9:00:00 PM 9:02:00 PM
Disk (KBps) Network (kbps)
6000000 60000 -/
4000000 40000
2000000 - 20000
1] o 1]
9:00:00 PM 9:02:00 PM 9:00:00 PM 9:02:00 PM

Total |CPU I Memory I Network [ Disk |

Monitor displays the following parameters for virtual machines:
e latest alarms.

e CPU, memory, disk and network utilization.

Lines on diagrams are shown same as for host and have the same meaning.
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Historical data is stored for each performance counter on the VM level: CPU, memory, disk and
network. To retrieve it and view the diagram, open the corresponding tab. Example, CPU:

CPU (%)

100
90
80 -
70 -
60 -

S0

40
30

20

5:00:00 PM 6:00:00 PM 7:00:00 PM 8:00:00 PM 9:00:00 PM

From: |8/28/20169:05:10PM  ~v|  To: |8/29/20169:05:10PM . Load

[ Total }

i Memory | Network | Disk |
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Capacity planning

Capacity planning is a plugin integrated into 5nine Manager, which designed to monitor possible
performance problems in the Hyper-V environment in the future and warn system administrators.

The approach

Another 5nine Manager feature — Monitor is collecting the following statistic data for Hyper-V hosts’
and virtual machines’ performance counters (please refer to the ‘Monitor’ section above):

- CPU;
- Memory;
- Disk;
- Network.

Capacity planning allows using this information to forecast values of the indicators with regular
intervals. Linear regression approach is used.

CPU (%)

100

Eli)

1
Bl fmmmmmmeesmeseeeeeeeeeeeeeeeeeeeeeeseeeeeee—————————— 1

70

&0

50

40

30

20

Estimate Period Forecast Period

Depending on crossing point of the approximate line with one of threshold lines the corresponding
user notifications will be generated and monitored objects states will be changed.
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5nine Manager

Dashboard

Dashboard displays the same data for all levels, and contains the following information:

[ Summary [ Hyper-V Manager [ Opﬁmizefl Monitor | Capacity Planning | Library | Antivirus

Host Resource Capacity Threshold Exceeded VM Resource Capacity Threshold Exceeded

‘VHost | Resource [ Utilization | Trend ;VHost [ VM Resource I Utilization [ Trend
NODE1 cPu 100 % © ||nooe2 Snine-WAP Memory 8420 MB Q
NODE1 Disk allocated space on 'SlowStorage (C:\ClusterStorage\... 75 % 0 | NODE2 Snine-WAP Disk 430 KBps o
NODE1 Disk allocated space on 'FastStorage (C:\ClusterStorage\... 95 % o NODE2 Snine-WAP Network 32476 kbps O
NODE1 Network 16203 kbps 0 | NODE2 M2 Memory 1024 MB o
NODE2 Disk allocated space on 'FastStorage (C:\ClusterStorage\... 95 % o NODE2 VM5 Disk 135 KBps o
NODE2 Disk allocated space on 'SlowStorage (C:\ClusterStorage\... 75 % 0 | NODE2 VM6 Memory 1024 MB o
NODE2 Disk allocated space on 'C:' 64 % (1] | NoDE2 VM3 Memory 1024 MB Q
NODE2 Network 20211 kbps o | NODE2 VM-T2 Disk 134 KBps O
node2 (NOD... Disk allocated space on 'FastStorage (C:\ClusterStorage\... 95 % o NODE2 SNine-Service Memory 2462 MB O
node2 (NOD... Disk allocated space on 'SlowStorage (C:\ClusterStorage\... 75 % 0

node2 (NOD... Disk allocated space on 'C:' 64 % o

node2 (NOD... Network 20211 kbps (1]

Host Resource Capacity Timeframe Prediction VM Resource Capacity Timeframe Prediction

[Host Resource Utiization Predicted Tmeframe [Host W™ ' Resource Utiization  Predicted Tmeframe
NODE1 Network 16203 kbps 2days No capacity problems have been detected

5NINE

SOFTWARE

Upper blocks display parameters that exceeded host/VM capacity thresholds with the trend

for each parameter.

Lower blocks display host/VM resource utilization and threshold exceedance prediction.
Only those objects/parameters are displayed that have possible capacity problems in close
perspective. Predicted timeframe displays estimated time until the moment when a
threshold is expected to be exceeded.
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System status report

System Status Report can be generated only on the
host level.

Summary [ Hyper-V Manager I Virtual Network Manager l Optimizer [ Capacity Planning ] Monilar] System Status Report | Best Practices Analyzer l Hyper-V Logs l Library l Ativirus |

1 of22 p B |« % & Eae- | 100% -
~
Host Name: NODE2
Server configuration: Disc space available on Host:
Server Uptime 00.02:49:30 Disc Name Free space
Number of Host CPUs 2 (Logical 16) c: 40 GB
Server RAM: 49143 MB =
Server available memory: 24461 MB
Switch Info:
Name Type
LocalNet External
Public External
Tenant Logical Switch External
Summary
VM Status
Status Number B Running
Running 12 Stopped
I Saved
Stopped 1 B Critical
Saved 1 Paused
Critical 0
Paused 2
VP/LP =6 e

When you open the System Status Report tab, you will be asked to choose the data to display:
Select report sections = | & [LX]|

Host Information

[v] Summary

CPU

Memory

Network

[w] Disk

Checkpoints

DVD

[v] Integration Services
[v] Detailed VM information
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System Status Report contains the following information:

1. Host information:

. Server configuration (server uptime, number of CPUs, RAM total/available);
° Disk info;
. Virtual switch info.

2.  Summary status information: shows status distribution among VMs in a table and
diagram. Shows all possible statuses:

o Running;
. Stopped;
° Saved;

° Critical;
. Paused.

3.  Virtual CPU information for each VM:
. number of logical processors;
. VM limit (percentage);
° VM reserve (percentage);
. relative weight.

4.  Virtual memory information for each VM:
° VM name;

. dynamic memory usage status (on/off);

. minimum RAM (for dynamic memory);

. maximum RAM (for dynamic memory);

. memory buffer (for dynamic memory);

. static memory size (dynamic memory off);
. memory weight.

5. Virtual disk information for each VM:
° VM name on which virtual disk is seated;
) Disk number;
) Disk display name;
. Path to VHD(X) file;
. Disk size in GB.

6.  Virtual network settings for each VM:

. VM name;

. Virtual adapter number;

. Virtual network name;

. Virtual network type: external, internal or private;

. Dynamic MAC address assignment mode (true/false);

. VM IP address IP v4/IP v6;
° Current VM MAC address.

7. Current state info for each VM:
° VM name;
° VM generation;
° VM state;
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. Virtual processor load in percent;
o Virtual memory usage in MB;
o VM uptime.

8.  Automatic startup/shutdown
° VM name;
° Automatic start action;
o Automatic stop action.

9. Checkpoints info for each VM:
° VM name;
° Checkpoint name;
° Checkpoint creation date and time;
. Path to the checkpoint file.

10. Virtual DVD drives info for each VM:
° VM name;
° Controller type and number, drive number;
° Mounted media info.

11. Integration services info for each VM:

° VM name;

° Integration services version;

° Operating system shutdown availability (yes/no);
. Time synchronization availability (yes/no);

. Data exchange availability (yes/no);

. Heartbeat service availability (yes/no);

. Backup service availability (yes/no);

. Guest services availability (yes/no).
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Cluster operations

Create cluster

5nine Manager allows joining Hyper-V servers into a cluster. The operation is available from the

context menu of the DataCenter object. To open the Create Cluster wizard right click on the
datacenter and select the Create Cluster command:

=

Create Cluster [;li-

Servers

Add the names of all the servers that you want to have in the cluster. You must add at least one server.

[ENNESERVCE

| I Browse |
Validation Servers:
Access Point 5Nine-Service dev local l Add ]
Summary

] [ e | o]

On the Servers screen click the Browse button to select cluster nodes. Then click the Add button to
include the chosen server to the cluster. Do this operation for each node separately.

Note. Failover clustering feature must be installed on each node that will be joined into a cluster.

Click Next.
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Q) Create Cluster [Lli-

Validation

,.""\\ For the servers you selected for this cluster, the reports from cluster configuration validation
\ tests appear to be missing or incomplete. Microsoft supports a cluster solution only if the
Servers complete configuration (servers, networks and storage) can pass all the tests in the Validate a

Configuration.

Access Point

Do you want to run configuration validation tests before continuing?

Summary

® Yes. When | click next, run configuration validation tests, and then retum to the process of creating
= the cluster.

 No. | do not require support from Microsoft for this cluster, and therefore do not want to run the
" validation tests. When | click Next, continue creating the cluster.

l(Previous H Next > I f

Validation helps to determine if your environment and selected nodes are ready to join a cluster. It is
recommended to run the tests.

e If you are committed to run the tests, leave the option “Yes” that is set by default.

e If you do not want to run the test, select the second option “No”.

Click Next. If running of validation tests was selected, the Validate Cluster Configuration dialog
window will appear:

o Validate Cluster Configuration [= = |

- [#] Inventory
Network
.. [ List Network Binding Order

. [] Validate Cluster Network Configuration
Validate IP Configuration

i [f] Validate Network Communication

... [] Validate Windows Firewall Configuration
-[] Storage
- [#] System Configuration

s

)

-

Run Tests | | Close
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Select the tests to run and click the Run Tests button. Wait until the tests are complete and check
the result:

s Validate cluster configuration [= [o [

- [W] Cluster Configuration
Hyper-V Configuration
Inventory

Network

Storage

- [#] System Configuration

Report file name: C:\Users\5nine\AppData\Local\Temp\bnine Manager validation report generated
at 20151026 190203 mht

Open | | Run Tests I I Close

Click on the link to open the cluster validation report, or click the Open button:

Failover Cluster Validation Report

Node: Snine-service.dev.local Validated
Started 10/16/2015 2:46:00 AM
Completed 10/16/2015 2:49:38 AM
The Validate a Configuration Wizard must be run after any change is made to the configuration of the cluster or hardware. For
more information, see http://qo.microsoft.com/fwlink/p/?LinkId=280145.
Results by Category
Name Result Summary Description
Yy
Inventory ?@1 Success
Vo) .
Network =1 Warning
S v :
System Configuration = Warning
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On the Access Point screen specify the cluster name and click Next:

Q) Create Cluster [L]i-

Access Point

Servers Acess Point: Snine-cluster.dev local

Validation

Summary

|<Previous H Next > || Finish H Cancel

Review the summary and click Finish to complete the operation:

® Create Cluster ILIE-

Summary

You have successfully completed the Create Cluster Wizard. You are about to make the following

changes:
Servers
Option Description
Validation Cluster Name Snine-cluster.dev local
Access Point Nodes 5Nine-Service.dev local

To perform the create cluster action on the virtual machine click ‘Finish’ button.

< Previous axt Finish Cancel
| |
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Validate cluster

Cluster validation is also available for existing cluster that is managed by 5nine Manager. To validate
the cluster, select it in the object tree, right click on it and select the Validate Cluster command. The
Validate cluster configuration dialog window will appear:

Q] Validate cluster configuration [=[ax

[+ [¢] Cluster Configuration
+--[¥] Hyper-V Corfiguration
Inventory
Network
[ List Network Binding Order
- [] Validate Cluster Network Configuration
- [¥] Validate IP Configuration
- [¥] Validate Muttiple Subnet Properties
- [¥] Validate Network Communication
-...[] Validate Windows Firewall Configuration
|- ] Storage
- [w#] System Configuration

-

Run Tests | I Close

Select the tests to run and click the Run Tests button. Wait until the tests are complete and check
the result:

Q) Validate cluster configuration |L|£-

- [w] Cluster Configuration
Hyper-V Configuration
Inventory

-[w] Network

- (W] Storage

- [w#] System Configuration

27 0 O O M

Report file name: C:\Users\5nine\AppData\Local\Temp\bnine Manager Cluster 'DEV-Cluster dev local’
validation report generated at 20151026 190203 mht

Open | | Run Tests | | Close
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Click on the link to open the cluster validation report, or click the Open button:

m A

Failover Cluster Validation Report

Node: NODE1.dev.local Validated
Node: NODE2.dev.local Validated
Started 10/22/2015 3:05:12 PM
Completed 10/22/2015 3:07:18 PM

The Validate a Configuration Wizard must be run after any change is made to the configuration of the cluster or hardware. For more
information, see http://go.microsoft.com/fwlink/p/?LinkId=280145.

Results by Category
Name Result Summary Description
Cluster Configuration in Warning
; ; v !
Hyper-V Confiquration _f—@' Failed
v
Inventory :6’ Success
v
Network _—‘-a’ Success
V) .
Storage = Warning
System Configuration JE@’ Success v
< >

Cluster maintenance mode

In the case you need to start maintenance operations with some of cluster nodes, 5nine Manager
allows setting the nodes on pause with or without draining cluster roles.

To pause cluster node, select it under the ‘cluster’ object and use context menu commands:

e Pause — Drain Roles — the node will be paused with automatic live migration of the roles to
the best possible node within the cluster;

e Pause — Do Not Drain Roles — the node will be paused without automatic live migration of
the roles.

To resume cluster node, select it under the ‘cluster’ object and use context menu commands:

e Resume - Fail Roles Back — the node will be resumed with automatic live migration of the
roles back;

e Resume — Do Not Fail Roles Back — the node will be resumed without automatic backward
live migration of the roles.

Attention! Make sure that there are enough of physical system resources, most importantly RAM on
the target host when draining roles. Draining will fail if there are not enough resources to receive
additional virtual machines.
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5nine Manager

Antivirus

The Antivirus feature is available in 5nine Manager with Antivirus. You will be prompted to upgrade
5nine Manager to version with Antivirus when you open the Antivirus tab:

@ Snine Manager [=T= ]

File Edit View Help
@~ ® &85 %l a (&8 [E © [Summay | HyperVManager | Vitual Network Manager | Optemizer | Montor | System Status Report | Best Practices Analyzer | HyperV Logs | Library || Antiveus |

—
434 Sone Manager 5 NINE  #1Management and Security HRsquestMoreino; I8

= §@ DEV-Custer dev Jocal
u ] NoBET for Windows Server and Hyper-V

& 200306 Upgrade to 5nine Manager with Antivirus
G Dev-oct Agentless Protection for Hyper-V

L) SCOM

£ SCVMM Win2012R2 Resources
g m; Upgrade Now!

G vma

3 VT

E MT2 Agentless Antivirus L . . .

g ke mprove host performance by taking the antivirus load off your v LIIYILIS i§ @vailable in Snine Manager for HyperV PLUS.
3} Wi

LJ Win101

T2 wn102
) Windows2012R2

Y windows2012r24 9
£ Windows20122-16-1 Fast Antivirus Scan

< B NODE2 Run full system antivirus scans in as little as 2 minutes
L nine-MVA
D 200385 Lo
1 DEV-DC2 Ty
£ scom
) vm2
3 VM3 2
& e KASPERSKY#
J Wn2012R2
B} Windows2012R2 :; ThreatTrack
L2 windows20122-16 SECURITY
G2 Windows2012r2-16-1 < >

Active Protection
Protects virtual machine files and memory in real time

Powered by:

v

0 task(s) running (total 2) (Click to show/hide)

The link will lead you to 5nine site, where you will be able to register and download the trial version
of 5nine Manager with Antivirus.
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Integration with other products

Special edition of 5nine Manager is integrated with two other products Starwind® Virtual San? and
Veeam® Backup & Replication™3. Starwind® Virtual San (Management Console for Windows) and
Veeam® Backup & Replication™ management console can be launched from 5nine Manager. The
applications should be installed on the local server, otherwise you will be prompted to visit StarWind
Software Inc. or Veeam production site to download and install these products.

button on the top panel launches Starwind® Management Console for Windows application.
2“4 button on the top panel launches Veeam Backup & Replication™ management console.
Attention! These features are not available in the ordinary version of 5nine Manager.

Setting up the connection with Starwind® Virtual San and Veeam® Backup & Replication™ is simple:
there are two additional tabs in Options (please refer to the ‘Options’ section above):

Veeam

Options -

Guest Console

# Notifications
Optimizer & Monitor
Capacity Planning
Templates & SysPrep
Task Log
Reset Checkboxes

Starwind Plugin

Veeam Backup And Replication Server: INODELdev.Iocal v l

[ ok || Cancel |

- Select Veeam® server from the drop-down list. It will be detected automatically when some
of managed hosts are running Veeam® Backup & Replication™.

2 Read more about Starwind®Virtual San at https://www.starwindsoftware.com/starwind-virtual-san.
3 Read more about Veeam® Backup & Replication™ at https://www.veeam.com/vm-backup-recovery-
replication-software.html.
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5nine Manager

After this, corresponding info will appear in the Veeam tab of 5nine Manager:

[ Summary I Hyper-V Manager [ Virtual Network Manager I Optimizer I Monitor I Capacity Planning I System Status Report | Best Practices Analyzer I Hyper-V Logs I Library} Veeam | Starwind I Antivirus |

Protected VMs
| vms Backup Type Backup Job Oldest Backup Date Available Restore Poi... LastBackup Date Location
| vMg Backup Backup Job 4 8/2/2016 9:15 AM 3 8/3/2016 12:57PM nodel -
| vM7 Backup Backup Job 7 8/21/2016 3:15PM 1 8/21/2016 3:15PM nodel
| vm-T1 Backup Backup Job 5 10/26/2015 5:50 PM 10 11/3/2015 10:00 PM node1
|vMT1 Backup Backup Job 1 10/19/2015 3:52PM 4 10/20/2015 6:33PM node1
jVM-Tl Backup Backup Job 4 10/28/2015 7:04 PM 1 10/28/2015 7:04PM node1 .
L. - P - Atnatnose n ar o L otnstnnac o arona P
Latest alarms ome

[ I Time Source Infé Host
‘ € 8/26/2016 5:34PM Veeam MP Backup 'Backup Job 8' has been created. NODE1.dev.local

€ 8/26/2016 5:34PM Veeam MP '1' objects has been created for 'Backup Job 8'. NODE1.dev.local

© 8/26/2016 5:34PM Veeam MP Backup job 'Backup Job 8' has been started by user DEV\5nine. NODE1.dev.local
Jobs oM@
[ Name Status Type LastRun Next Run Duration Avg Duration ProcessingRate  Transferred Data  Bottleneck 1
‘ ! Backup Job 7 Warning Backup 8/21/2016 3:14... 8 minutes, 6 se... 8minutes, 6se... 45MB 10GB Source
‘ Q Backup Job & Error Backup 8/8/2016 7:23PM 31 seconds 1minute, 24se... 0B 0B
‘ O Backup Job km Error Backup 8/8/2016 7:22PM 31 seconds 26 seconds 0B 0B

€ Backuplobs Error Backup 8/3/2016 12:55... 3minutes, 33s... 33 minutes, 52... 0B 0B

! Backup Job 4 Warning Backup 8/3/2016 12:55... 3minutes, Sse... 2minutes, 36s... 61MB 4MB Source
! Backup Job 3KM  Warning Backup 10/20/2015 6:3... 4minutes, 29s... 4minutes, 29s... 60MB 7GB Source
Repositories
Name [ State [ Capadity Free Space [ Backup Size I Path

‘ O Default Backup Repository Success 111GB 21GB 438 GB C:\Backup

You may filter alarms and jobs:

)

- —turn alerts (errors) displaying on/off;
- — turn warnings displaying on/off;

@

- — turn info displaying on/off.
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Starwind

Options -

Guest Console
[# Notifications

Optimizer & Monitor
?Z&Zﬁ:lz?ggrep Starwind Server Port: 3261 =
Task Log

Reset Checkboxes
Veeam Plugin
Starwind Plugin Password:

Starwind Server: I NODE?1.dev local v I

Login: |root I

[~ |

| ok || cancel |

- Select Starwind server from the drop-down list. It will be detected automatically when some
of managed hosts are running Starwind® Virtual San.

- Select port to connect to Starwind® Virtual San. The default port is 3261 as set in the
application.

- Enter credentials to connect to Starwind® Virtual San. The default login is “root” as set in
application.
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5nine Manager

After this, corresponding info will appear in the Starwind tab of 5nine Manager:

l Summary [ Hyper-V Manager l Virtual Network Manager [ Optimizer [ Monitor [ Capacity Planning ] System Status Report l Best Practices Analyzer [ Hyper-V Logs l Library ] Veeam ‘ Starwind lAntivirus \

Devices
‘ Name Device Type Size File Device Information
| imagefile 1 Image file 1024 MB My Computer\C\ClusterStorage\Volume2\starwind\Storage...
DiskBridge 1 DiskBridge 520 GB \\?\scsi#disk&ven_msft&prod_virtual_hd#1&1c12134480...
Disk (IOPS) Bandwidth (Kbps)
9 9
& 6
3 3
1) 1)
9:11:51 PM 9:11:51 PM
CPU (%) Memory (%)
90 90
60 60
30 30
0 0
8:47:00 PM 8:54:00 PM 9:01:00 PM 9:08:00 PM 8:47:00 PM 8:54:00 PM 9:01:00 PM 9:08:00 PM
Latestalarms @7 [@
| Time Source Info Host
O 8/26/2016 8:31PM StarWindService Service is stopped NODE1.dev.local -
€ 8/26/20168:44PM StarWindService  Service is started NODE1.dev.local
o 8/26/2016 8:47PM StarWindService Target added ign. 2008-08.com. starwindsoftware:node 1.dev.local-target1, no Devices attached NODE1.dev.local
o 8/26/2016 8:52PM StarWindService Device added DiskBridge 1 NODE1.dev.local <

You may filter alarms:

)

- —turn alerts (errors) displaying on/off;
- — turn warnings displaying on/off;

@

- — turn info displaying on/off.
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Licensing

Some features of 5nine Manager are available only in its full version, which requires purchasing and
installation of the license. These features now include:

. File Manager;

° Transfer Disk;

. Low Disk space notification;

° VM status icons;

° VM Management operations logging;
° Show virtual disk;

° Enable remote management;

° Operations with host;

° Cluster support;

° Shared Nothing Live Migration;
° Storage Migration;

° Optimizer;

° Monitor;

° Capacity planning;

. System status report;

. Import VM;

. VM Clone/Export;

° Virtual SAN Manager;

. Apply settings to other hosts;

° Best Practices Analyzer;
. Hyper-V logs;

° Library;

° Set VM's IP address;

° E-mail notifications.

° Replication.

When an attempt to access these features is done on the free version of 5nine Manager, the product
prompts you to acquire and install the license.

Attention! When a license expires or is removed, product will be drop to the Free version. Only one
Hyper-V host is allowed in Free version. 5nine Manager will then stop working without ability to start
it again in about an hour. Please take necessary actions to renew your license in advance. Contact
techsupport@5nine.com in the case of any questions.

When the license expiration date is getting close (30 and fewer days left to expiration) — 5nine
Manager will start warning you each time you open it.

5 N I N E © 2009-2016 5nine Software, Inc. All rights reserved.

SOFTWARE Security & Management Solutions for Hyper-V and Windows Server



mailto:techsupport@5nine.com

License installation

You can acquire and install the license at any time using the Help — About 5nine Manager main
menu command:

@@ 5nine Manager

About 5nine Manager -

Version 9.1.711.2
Copyright © 5nine Software 2016

http://www Snine.com

License: Full version
# Installation Date Licenses  License CPUs  License Expiration
1 6/16/2016 5 10 12/31/2016
Install license Remove license

Click the “Install license” link to open the license installation dialog:
Snine Manager -

License file not found

@l iy
If you have valid license file paste its content below and
click 'OK' button.

AtFpfnHvecpKagKYyWtcr3HWgDwAAAICNU3URONgAAAEAAADOAWAAAQA | A
AAACAAACE

+ASn8W2GhS Thlkme Im1RWj33Co ToQTHrlaWTP5G3n8Lb5tOODSIFVOIUR
0QIWtLv SXZiAr 66+vWesputfJXeyf X4nGn20V8bd 3fnAuOGBzSkSOnBToMCr
CpFnEikrW UxcORICBgWOvGc DSRMwCVkyP 2kanaKXojAllzo/hA==

Buy license QK I | Cancel

If you already have the license .txt file, open it, copy its contents and paste it into the dialog as
shown on the picture above. If you do not have one, go to www.5nine.com to register and purchase
the license. The Buy license link at the bottom of the dialog will also lead you to 5nine production
site. Click OK. The corresponding message will appear once the license is successfully activated.
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License removal

You can remove the license, e.g. the old one or the one you just no longer need on this instance of
5nine Manager . To remove the currently installed license, select it in the About 5nine Manager
dialog box and click the “Remove license” link on the right:

About 5nine Manager -

@@ Snine Manager

Version 9.1.711.2
Copyright © 5nine Software 2016

http://www Snine.com

License: Full version
# Installation Date Licenses  License CPUs  License Expiration
1 6/16/2016 5 10 12/31/2016
Install license Remove license

Then confirm the operation.
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Product updates

When the newer version of 5nine Manager is available on the 5nine production site, you will be
prompted to download it each time you start your currently installed version:

Snine Manager for Hyper-V -

Newer version of 5nine Manager for Hyper-V is available. Please download it at
http://www .5nine .com/Product Setup/55Manager.zip

If you have free version - you will be able to uparade to the most recent
version. If you have FULL version of 5nine Manager for Hyper-V, and an active
license/subscription - you will be able to download the latest and use the same

license.
Close

The link shown on the picture above will lead you directly to downloading the newest version. Close
all your 5nine Manager windows and then simply proceed with the setup of the fresh version over
the existing one in the similar way as described in the ‘Installation’ section.
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Product support

Contacting 5nine Software

We always welcome your feedback on the product and your user experience. Please send comments
and suggestions to info@5nine.com.

Customer Support

If you have encountered any issue using 5nine Manager, please contact techsupport@5nine.com or
ask a question in our Help Forum. Please supply product log files with your query to the support
team.
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5nine Manager log files

5nine Manager writes the following log files that are used to troubleshoot the product and contains
information of its activity:

Log file name Location Description

Contains information of 5nine
Manager general functions: objects
operations, connection.

C:\ProgramData\5nine\5nine

5Snine.Manager.txt
! ger.tx Manager for Hyper-V\Logs

5nine.FileManager.txt ~ C:\ProgramData\5nine\5nine Contains information related to 5nine

Manager for Hyper-V\Logs File Manager operation.
5nine.VmConsole.txt C:\ProgramData\5nine\5nine Contains information related to usage

Manager for Hyper-V\Logs of 5nine Guest Console.
Snine.Setup.txt C:\ProgramData\5nine\5nine Contains information about 5nine

Manager for Hyper-V\Logs Manager setup process
SysPrepHelper.txt C:\ProgramData\5nine\5nine Contains information related to

Manager SysPrepHelper\Logs templates/sysprep function.
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Uninstall

To uninstall 5nine Manager from your server, go to Control Panel — Programs — Programs and
Features — Uninstall a Program. Then choose “5nine Manager” on the program list and click
Uninstall to run the 5nine Manager uninstallation process, and then follow the system prompts.
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Resources

Learn more by visiting:
e Website

http://www.5nine.com/

e Recorded webinars

http://www.5nine.com/5nine webinars.aspx#recorded

e 5nine Manager Page

http://www.5nine.com/manager

e Product Overview of 5nine Manager

http://www.5nine.com/Docs/5nineManager Datasheet.pdf

e Comparison Table of different 5nine Manager Editions

http://www.5nine.com/Docs/5nine_manager v7 editions comparison en.pdf

e  Getting Started Guide of 5nine Manager with Kaspersky Antivirus

http://www.5nine.com/Docs/5nineManagerPLUSKAV Guide.pdf

e  Getting Started Guide of 5nine Manager with ThreatTrack Antivirus

http://www.5nine.com/Docs/5nineManagerPLUSVipre Guide.pdf
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